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Fiducia ex Machina 

by Jon Geater

There is huge potential for transformation and innovation in businesses all across the 
value chain if they can automate operations with artificial intelligence (AI) and intelligent 
processes. But something is holding this back, and often the reasons cited are security 
risks and trust issues. Many think that the more power that we vest in machines, the more 
harm they will do. But, as we explore in this Executive Update, what if we could reverse 
that? What if we could harness AI and other digital technology to achieve fiducia  
ex machina: “trust from the machines”?
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You are likely familiar with the phrase deus ex machina: “god out 
of the machine.” Great thinkers from as far back as Aristotle been 
using it as a plot device in their stories to describe a surprising, 
almost miraculous event that solves seemingly impossible prob-
lems. Just when all seems lost, the world is saved.

More recently, Alex Garland’s 2014 film Ex Machina brings a much 
more literal interpretation to the words to chronicle the god-like 
rise in power of AI machines, although with a much less positive 
outlook than the original Aristotelian ideal.

All too often, it’s the latter interpretation that prevails: the more 
power that we vest in machines, the more harm they will do. But 
what if we could reverse that? What if we could harness AI and 
other digital technology to achieve fiducia ex machina: “trust from 
the machines”? Major governments around the world are starting  
to believe we can.

Understanding Digital 
Transformation
Talk of digital transformation, Industry 4.0, and data-driven busi-
ness models abound, but it seems much less is truly happening. 
Digital transformation is much more than just taking an existing 
business model and putting it on the Internet: to get the bene-
fits, it’s essential to change the business to be oriented around 
system-wide data exchange, automating operations with AI and 
intelligent processes.

As such, there is huge potential for efficiency and innovation in 
businesses all across the value chain — from raw materials through 
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harness AI and other 
digital technology 
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manufacturing and service delivery — if they can connect and share 
operating information, demand/supply signals, service-quality infor-
mation, and the like. But something is holding this back, and often 
the reason quoted is security risk. Technology is ahead of industry’s 
appetite to use it.

To overcome this, there is a need to transform not just the business 
processes but also the IT technology that supports them. Typically, 
when security concerns arise the first reaction is to close things 
down, lock data away, reach for another firewall. But that maintains 
a perimeter silo mentality that prevents data from flowing while 
providing very incomplete protection for today’s threat landscape.

Data-driven business models require the flow of data between 
partners, and so it follows that we need to switch the security 
focus from confidentiality — keeping data secret — to integrity and 
authenticity: letting data flow, but always ensuring you know exactly 
where it came from and that the data you receive is truly the data 
that was sent. In other words: if data is the fuel of your AI machine, 
then make sure you are running on clean fuel from verified sources.

In my opinion, we are a very long way from truly intelligent 
machines — true AI — but what we do have in spades is a wasted 
potential for industrial automation and connectivity.

The 2021 US Executive 
Order on Improving the 
Nation’s Cybersecurity
All this is slowly being understood by those in power. 

Back in 2018, reflecting on the 2017 WannaCry attack and 1,000 
other such incidents, the UK Joint Committee on the National 
Security Strategy called for “resilience, not security,” noting that: 

Data-driven business 
models require the 
flow of data between 
partners, and so it 
follows that we need 
to switch the security 
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… [it is] impossible to predict [changes in threat, the 
identification of vulnerabilities, and new methods of 
attack] far enough in advance to institutionally prepare 
for them all.

In May 2021, the US government published its “Executive Order on 
Improving the Nation’s Cybersecurity.” The order clearly lays out 
how the US, too, is moving to a model of traceable and active trust, 
away from the secret, black-box silos of the past:

In the end, the trust we place in our digital infrastruc-
ture should be proportional to how trustworthy and 
transparent that infrastructure is, and to the conse-
quences we will incur if that trust is misplaced.

In addition to improvements in standards and operations, the 
executive order highlights some technical fundamentals that are 
required to address the modern-day threat: removing barriers to 
sharing threat intelligence, zero trust, and taming the software 
supply chain.

Removing Barriers to  
Sharing Threat Intelligence
All too often, businesses feel inhibited in sharing what they learn 
about weaknesses and vulnerabilities. For vendors it means admit-
ting to mistakes and for users it means facing reputational damage 
and fines. The natural inclination is to downplay problems, but in 
the long run this doesn’t help anyone. We need an environment 
that encourages fast and open communication of problems and 
a culture that is understanding of (occasional, honest) mistakes in 
digital provision. 

Beyond the nuances of making selective disclosures within care-
fully curated stakeholder communities, the executive order speaks 
directly of lifting regulatory and contractual prohibitions on sharing 
for the greater good, removing a key area of fear for large busi-
nesses with liability worries.

The executive order 
highlights some techni-
cal fundamentals that 
are required to address 
the modern-day threat.
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Modernizing Security Approaches 
with Zero-Trust Architecture
There is no perfect security. Attackers will find weak links. Changes 
in the environment will produce new threats or change the eco-
nomic calculus of risk. Formerly secure software will degrade and 
be found insecure sooner or later.

A zero-trust approach accepts this and chooses to focus on build-
ing systems that are safe in spite of this reality. It takes the view 
that no single component should be able to dictate or override 
the security of the whole system. The “zero” does not suggest that 
there’s no trust at all, but rather that there is nothing in which you 
have absolute trust. Always verify before trusting. Build systems and 
processes with natural cross-checks and validation in them.

When it comes to operational and compliance data, this means 
always verifying your sources. Just because you trusted someone 
yesterday doesn’t mean they’re trustworthy today. If you need to 
rely on data for a long time (e.g., compliance data and handling 
trails) make sure it is stored in a tamper-evident and immutable 
store separate from the place you originally received it.

Improving Security of the 
Software Supply Chain
The last but most immediate area of focus is the digital supply 
chain. Recent high-profile attacks such as those on Solar Winds  
and Kaseya have shown how important it is to understand what  
is in your infrastructure and what risk it poses to your business.

Building in the idea that you can’t secure what you can’t see, the 
order calls for transparency and traceability of all components of 
the digital supply chain from software bills of materials (SBOMs) 
immediately to configurations, AI models, and live data in the 
future. 

The “zero” does not sug-
gest that there’s no trust 
at all, but rather that 
there is nothing in which 
you have absolute trust. 
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The requirement to publish and securely distribute SBOMs is a 
great starting point. This move clearly recognizes that software 
is only secure until it’s not, but rather than eschewing innovation 
and holding industry back, we can now embrace innovation and 
fast-moving software while retaining the power to understand and 
control risks.

A New Target:  
Dynamic Resilience
In short, what all of this means is that instead of trying to predict 
and avoid every possible threat before embracing connectivity, we 
must move to accept that risks are unpredictable and dynamic, and 
that the best defense is to be alert to changes in circumstances, 
adaptive to changes in risk, and resilient in the face of failure. 

So how to operationalize this? If a context-aware, dynamic approach 
is needed, then how do we get the best context into our dynamic 
decision-making machinery? This is where collaborative operations 
come in. By adopting the techniques espoused by the executive 
order, supply chain partners can exchange critical information 
quickly, meaning that everyone has the fullest context possible for 
making the best possible decisions. 

Traditional security approaches are still relevant, of course, but they 
need to be deployed in a way that supports connectivity for the long 
term. Once again, rather than locking data away or getting too deep 
into device-centric security, large gains can be made by investing in 
tools and techniques that enable data exchange and concentrate on 
assurance of that data in these three dimensions:

1.	 Provenance. Do you know where your data came from, how it 
was generated, and what quality guarantees it has?

2.	 Governance. Can you control the flow of data so that it gets to 
all the right places at the right time while remaining protected?

By adopting the tech-
niques espoused by the 
executive order, supply 
chain partners can 
exchange critical infor-
mation quickly, meaning 
that everyone has the 
fullest context possible 
for making the best 
possible decisions. 
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3.	 Immutability. Can you go back and demonstrate what data 
you had on hand and justify decisions strongly in the case of an 
audit or dispute?

Trustworthy & Explainable AI
This value chain–wide sharing of trustworthy information in near 
real time is what should unlock the confidence required not only to 
make fast data-driven decisions, but even to automate them:

	• Sharing threat intelligence delivers control and defenses to 
the good guys as quickly as possible, making bad guys work 
harder and shrinking their window of opportunity.

	• Zero trust means important tasks can be delegated to 
machines and AI systems, confident that glitches in one will  
be caught by others.

	• Adding transparency to the digital supply chain enables 
software innovation and choice to flourish while providing every 
stakeholder in the value chain with the opportunity to make 
their own strongly informed business risk–based decisions.

	• With demonstrable continuous assurance of the data 
exchanged, new ways of working can stand up to existing 
audits and regulatory checks.

With collaborative operations enabled by these simple yet powerful 
techniques, I believe we can indeed build trust out of the machines.
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