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Opening Statement 

by Michael Eiden, Guest Editor 
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Artificial intelligence (AI) as a concept has been with 
us for decades now, but how much of a reality is it? 
Over the past 10 years in particular, AI has been both 
promoted as the solution to a multitude of problems 
and decried as a threat to jobs and human potential. 
But what do we even mean by AI? Is it destined to be a 
universal panacea or the ultimate disruptor of society? 

I have no doubt that AI is here to stay, especially given 
the sheer amount of progress we have made in research 
over the last decade. However, AI is also in danger of 
being reduced to a buzzword, and of being set up to fail 
in real-world business settings.  

If we were to compare the AI revolution with the 
Industrial Revolution, then we’re only a few years 
on from the invention of the steam engine. One major 
challenge we face is that there are few widely recog-
nized standards or procedures for the development and 
lifecycle management of AI models. If AI is to be taken 
seriously — and be genuinely deemed useful — it needs 
to be developed using best-practice methodologies. This 
starts with the initial selection and quality control of the 
input data, followed by the selection of the appropriate 
algorithmic concept; the parametrization and architec-
ture; the training, validation, and deployment; and, 
finally, the monitoring and safeguarding processes once 
put into production. Poorly developed AI applications 
that fail at any of these stages can infringe on privacy 
or contain unintended bias — and with AI being used 
in myriad sensitive scenarios as diverse as credit 
references and medical diagnosis, this can have 
very serious real-world consequences. 

It’s Still Early 
Although tremendous progress has been made in the 
field of AI research, we are still at the beginning stages 
when it comes to bringing AI into real-world business 
applications. Deep learning has produced models 
with superhuman performance in certain fields of 
application, such as natural language processing and 

computer vision, but is it really the go-to approach 
to solve real-world business problems? It obviously 
depends on the circumstances, but in many business 
contexts, extremely large data sets aren’t always 
available. On the contrary, data sets are often small 
in size and sparsely populated.  

Even more importantly, data sets are quite often intrin-
sically incomplete (i.e., they only partially describe a 
more complex system in the real world that isn’t fully 
observable). Deep learning approaches are clearly not 
applicable here. Instead, probabilistic machine learning 
(ML) coupled with reinforcement learning provides a 
more promising approach in such settings, particularly 
where transparency is also a key requirement.  

Another concept generating more and more traction 
in dealing with complex real-world problems is 
coupling ML to graph representations. Graphs are 
highly scalable, fully transparent, and human-readable 
representations of systems of interest. This approach 
allows for easier human intervention and interrogation 
— and also facilitates an elegant expansion to different 
use cases as well as the straightforward integration of 
additional data sets.  

More importantly, though, it also means that domain 
experts can be brought into the loop when models 
are actually being built. While rare at the moment, it 
is vital that this becomes a standard industry practice 
going forward, not only to improve the efficiency and 
accuracy of AI systems, but also to increase trust in such 
systems from the people who use them. For models to 
actually do the job in which they were intended, they 
must be subject to domain expert scrutiny before being 

If AI is to be taken seriously — and be genu-
inely deemed useful — it needs to be devel-
oped using best-practice methodologies. 
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released, and they need to be regularly reassessed as 
new information emerges.  

Going Forward 
How will AI transform the jobs we do? It’s difficult 
to say with any precision, but my vision is of a future 
where AI helps to make smart people smarter. It’s 
not about taking agency away from experts; rather, 
it’s about augmenting the decision-making process, 
particularly when those decisions require the consid-
eration of multiple dimensions. As the COVID-19 crisis 
has amply demonstrated, even the cleverest humans 
aren’t always good at thinking exponentially and 
identifying the right course of action when so many 
different factors are in play. In such scenarios, AI 
could help experts see the bigger picture and react 
to it more quickly. 

The immediate future of AI isn’t about building entirely 
autonomous systems, but about this type of augmen-
tation. It also makes the adaptation process for the end 
user easier, as inevitably there will be differing levels 
of resistance to using AI in the workplace. Importantly, 
data science has to work in tandem with “data story-
telling” (i.e., illustrating how data is used to generate 

AI models as a part of the overall solution approach 
so that end users clearly understand what a model 
can and can’t do). True creative thinking, judgement, 
and the ownership of ideas are still very much in the 
human sphere of activity. AI is merely there to perform 
repetitive tasks and ensure that all possibilities are 
covered as decisions are made. 

As a fast-evolving area, AI presents innumerable 
opportunities and applications that we haven’t even 
imagined yet. In this issue of Cutter Business Technology 
Journal (CBTJ), we discuss the current factors and 
considerations surrounding AI today and take a look 
at where trends might be heading in the future. 

In This Issue 
We begin with Cutter Consortium Senior Consultant 
Paul Clermont diving straight into the three over-
arching issues related to AI. The first is unintended 
consequences like erosion of human skills and the scope 
expansion that takes us from reconnecting with old 
friends online to channels that broadcast “un-fact-
checked ‘news.’” The second is unintended bias, 
especially for systems that could have life-changing 
consequences (think business loans, hiring, college 
admissions, and bail-setting). The third is privacy, which 
AI’s “hunger for data” takes to a new level as evidenced 
by deepfake photos used by trolls and recent misuse of 
facial recognition technology by Everalbum. Clermont 
offers no-nonsense advice for dealing with these issues, 
advocating for laws that make organizations respon-
sible for the algorithms they use (whether bought or 
built) and prohibit unexplainable AI in applications 
that could harm people physically or affect their lives 
in significant ways. 

AI has an important role to play in product develop-
ment, in particular, says Michael Jastram in our second 
article. He outlines the four trends driving product 
complexity and explains how AI has the potential to 
help us overcome the limitations of current develop-
ment approaches. Both systems engineering and Agile 
struggle to keep up with today’s exponential growth in 
complexity. Model-based systems engineering (MBSE) 
was built to address complexity but requires a large  
up-front investment and frequently meets with cultural 
resistance. Jastram advocates for AI-based solutions that 
offer some of the benefits of MBSE without the need for 
long, expensive training processes. Regardless of the 
exact path, he’s excited for the coming years, saying 
ready-to-use solutions like IBM’s Watson barely scratch 
the surface of what’s possible. 

 

Upcoming Topics 

Analytics Value Now! Proven  
Approaches for Immediate  
Business Value  
Dave Cherry  

Leadership Lessons: Keys to Thriving 
in the Post-Pandemic Business World  
Noah Barsky 

Why Do Technology Projects Fail?  
Steve Andriole  

Data science has to work in tandem with 
“data storytelling.”  



Get The Cutter Edge free  www.cutter.com Vol. 34, No. 5    CUTTER BUSINESS TECHNOLOGY JOURNAL 5 

Next up, Cutter Consortium Senior Consultant Claude 
Baudoin and Clayton Pummill give us the keys to 
achieving trust in AI. The first step is building cross-
disciplinary teams, including psychologists, ethicists, 
sociologists, spiritual leaders, and legislators to develop 
solid AI policies. Then we must impart AI with 
emotional intelligence, which involves not only trans-
parency, but also explainability and accountability. 
Eliminating bias and ensuring fairness must, of course, 
be in the mix. Baudoin and Pummill explore critical 
details, like what is the modern equivalent of Isaac 
Asimov’s three laws of robotics1 and should an AI 
system know how to lie (or should your car tell your 
insurance company how fast you were driving). 
The future is unlikely to be an AI utopia bringing 
unprecedented efficiencies nor a dystopia, write the 
authors, and right now, we have control over whether 
AI will be a trusted aide to humanity or a threat. 

In our fourth article, Aswani Kumar Cherukuri, 
Annapurna Jonnalagadda, and Cutter Consortium 
Senior Consultant San Murugesan look at potential 
applications and impacts of AI on education. Although 
not initially embraced by the education sector, AI 
can help students receive personalized lessons, pro-
vide educators with deep insights into students’ 
learning styles, revolutionize skills improvement for 
professionals, and lower the cost of education. The 
authors present the AI technologies being applied 
in education and then describe the platforms and 
applications now available in each of eight categories: 
adaptive and personalized learning; content prepa-
ration; proctoring and assessment; online learning and 
immersive learning through augmented reality/virtual 
reality; language learning; coding and robotics; tutoring 
and mentoring; and management and scheduling.  

Finally, Jayashree Arunkumar outlines how five AI 
trends are being slotted into real-world use, including 
graph-accelerated ML (NASA uses it to extract knowl-
edge from its Lessons Learned database2), generative 
AI (which helped Reuters create a fully automated 
sports newscast3), edge AI (like cameras used to control 
traffic and catch criminals), artificial general intelligence 
(OpenNARS and OpenCog are two examples), and 
coding (such as finding and fixing human errors). 
Arunkumar then examines how AI is helping the 
environment by accelerating the pace of delivering on 
the United Nation’s Sustainability Development Goals4 

and how it might apply similar tactics to help improve 
world health. The article closes with four of the most 
recent AI developments, including data sets and an 
advanced recommendation system from Facebook, an 
interesting self-driving car development, and language 
algorithms that can write a coherent article from a text 
prompt.  

Historians may look back at this period in time as 
the point at which AI really started to have an impact 
across industry and society. AI may still be in a state 
of relative infancy, but one thing is for certain: it is 
an unstoppable wave, because anybody can access 
the tools to build AI systems and potentially produce 
world-changing applications. The downside of this is 
that, as we have already seen, bad actors can use AI to 
manipulate information that humans consume, which  
at its worst amounts to malign social engineering. 
However, AI can just as easily be used to counteract 
such misuse and build systems for good. It is a power-
ful form of technology-based democratization, the like 
of which has never been seen before. We hope this issue 
of CBTJ enlightens you on the state of AI today and 
helps you navigate the prospects and perils along your 
AI journey.  
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News stories and opinions about artificial intelligence 
(AI) are everywhere — from articles and podcasts to 
TED talks, think tank symposia, and philosophers’ 
musings. Some enthusiastically tout AI’s benefits for 
workers, enterprises, and society overall; others paint 
dystopian pictures of intrusive governments and 
employers surveilling and micromanaging our lives. 
Many foretell increased unemployment and greater 
disparities in income and wealth between educated 
elites and a proletariat consigned to miserable, low-
paying jobs not yet taken by robots. Some envision 
AI morphing into artificial natural intelligence indis-
tinguishable from our own but able to grow into a 
superintelligence that can determine our fate just like 
HAL 9000,1 the computer in Stanley Kubrick’s 1968 
science fiction film, 2001: A Space Odyssey. Scoffers — 
there are some — think AI is just the latest overhyped 
technology fad. All are a bit right and at least a little 
wrong. 

The purpose of this article is to find the space between 
the positive and the negative. Like any technology, 
AI can be used for good purposes and bad. It can be 
overused and misused, and it will be. The job at hand 
is to determine how specific dangers can be recognized 
and what might be required to avert them. Of course 
AI presents risks, but they are not entirely new. As 
computer applications have become dramatically more 
complex and interconnected, the risks posed to people 
by IT have grown exponentially over the years even 
without AI (see Table 1).  

This article contends that the broadening scope of 
potential damage and the increasing speed with which 
it can happen mean innovations based on AI can no 
longer simply be what a corporation brings to the 
marketplace. Just as cities had to develop building 
codes to reduce fires, pestilences, and issues related 
to shoddy construction, so, too, must humans develop 
standards aimed at keeping IT a force for good (or at 
least not for ill). Too much technology has already been 
unleashed that’s of dubious benefit or outright harm. 

There is no question whether AI applications will 
proliferate. They will. It’s when we get down to just-
because-we-can-doesn’t-mean-we-should arguments 
that things get interesting. Unlike simpler forms of IT, 
questions of what, why, and how around AI initiatives 
will not necessarily be well enough addressed by 
technologists and managers. There are roles for 
sociologists, psychologists, behavioral economists, 
ethicists, and even historians. 

In this article, we address three overarching issues for 
AI aside from technology: unintended consequences, 
unintended bias, and privacy. 

Overarching Issue #1:  
Unintended Consequences 
In theory, there are good unintended consequences, but 
it’s human nature to claim they were intentional if they 
happened, so not-so-good unintended consequences are 
of primary interest. These include the initiative itself, its 
(sometimes) logical extensions, and its implementation. 
The biggest challenge is to think far enough ahead to 
recognize their possibility. Here are some unintended 
consequences (and examples) to consider: 

• Collateral damage from an otherwise good idea 

 The Internet plus social networks and blogging 
and publishing sites make it easy for ordinary 
people to make their voices heard. They also 
make it possible for mischief makers, cranks, and 

PAY ATTENTION! 

AI: Boon or Bane? (Hint: It Depends on Us) 
by Paul Clermont 

There is no question whether AI applications 
will proliferate. They will. It’s when we get 
down to just-because-we-can-doesn’t- 
mean-we-should arguments that things  
get interesting. 
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conspiracy theorists to fill cyberspace with the 
misinformation, disinformation, and outright 
lies that have contributed greatly to political 
polarization. 

• Radical and questionable expansion of scope of 
a good idea once a base of users is established 

 Social networks that made it easier for us to find 
and reconnect with old friends morphed into 
a channel for microtargeted advertising and 
broadcast of un-fact-checked “news.” 

• Poor machine learning (ML) performance due to 
inadequate training 

 When the scope of training cases was overly 
narrow, face recognition and skin lesion 
evaluation did poorly on dark skin. 

 If the range of possibilities is constricted to what 
has happened in the last 50 years, phenomena 
like 100-year floods will never be identified as 
possibilities.2 

• Overconfidence in sensors and logic 

 A vehicle on “autopilot” is faked out by a white-
painted truck trailer that essentially disappeared 
in bright sunlight, and the driver was killed in 
the crash. 

 A slightly modified 35-mph speed limit sign is 
misread as 85, and the car takes off without noting 
the context (a winding country road). Never mind 
that there may be no place in the US with an  
85-mph limit! 

• Poorly designed human interface for dealing with 
emergencies 

 Impaired sensors on two Boeing 737 MAX 8 
planes led to crashes when the autopilot seized 
control of the plane and took inappropriate 
“corrective” action that cockpit crews were  
unable to override. 

• Culture-driven failure to think through what could 
go wrong 

 An ethic of “moving fast and breaking things” 
does not foster hard critical thinking but succeeds 
admirably at breaking things. 

 A rah-rah, high-fiving culture spawns groupthink, 
sidelining the devil’s advocates who ask the tough 
questions that in retrospect should have been 
asked and answered. 

• Erosion of human skills 

 Marine navigation by charts, compass, and dead 
reckoning is becoming a lost skill as GPS prolif-
erates. What if the electronic connection is lost? 

 Terrestrial navigation by map and landmark are 
deteriorating for the same reason.3 

 The intuitive sense based on experience that 
something is not quite right — before automatic 
alarms go off in a refinery. 

A methodical approach to thinking through unintended 
consequences must include getting explicit not just 
about what we want to have happen, but what we 
do not want, and how success in the former could risk 

Table 1 — Evolution of IT risk without AI. 
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including too much of the latter. It may also be useful 
to seek help from disciplines not usually associated 
with IT initiatives, such as behavioral economists and 
psychologists. 

Overarching Issue #2: Unintended Bias 
Biases leading to unethical (if not unlawful) discrim-
ination in algorithmic decision making have arisen as 
a major concern in areas like loan applications, hiring, 
and criminal justice. In theory, an algorithm won’t 
know the color of your skin without your picture, or 
your accent without a voice recording, so it will deal 
only in relevant facts with complete objectivity. If only 
it were that simple.  

Humans, including AI designers, have biases. We’re 
products of the various people and cultures we’ve 
encountered, all of which have contributed biases. 
Thus, bias too easily creeps in despite our best efforts 
to eliminate it. As a very simple example, using past 
success patterns to train AI in evaluating job candidates 
bakes in all the biases that resulted in those patterns. 
In general, AI “training” approaches that use a 
phenomenon that reflects past human decisions as a 
model of excellence will perpetuate all the biases that 
underlay those decisions.  

Some kind of oversight is needed way beyond the 
normal skills and perspectives of technologists and 
professional managers. A wise organization embarking 
on a major AI initiative will manage appearances as 
well as substance. An oversight board should include 
people with a variety of perspectives, including sociol-
ogists, historians, psychologists, lawyers, and maybe 
even community organizers. 

It is very hard to define and recognize bias. Helpful 
criteria like the four-fifths rule4 may “prove” lack of bias 
along a single dimension like race or gender but could 
miss intersectional disadvantage for non-white women. 

The auditing model for financial reporting would make 
sense if there were a bias-recognizing equivalent of 
Generally Accepted Accounting Principles (GAAP)5 

to refer to, plus a certification process for practitioners. 
Absent that, a self-described “bias auditor” may not 
be reliable; the incentives are wrong versus those of a 
licensed third party like a CPA or a government agency 
with a charter like the US Securities and Exchange 
Commission (SEC). Some kind of GAAP equivalent  
will surely evolve to provide a template for bias 
“accounting” just as GAAP did for financial accounting. 
Like GAAP, it will provide a certain amount of latitude, 
but adherence to it, absent falsification of data, will 
provide some immunity against legal action. New 
careers will emerge to define and practice it and 
monitor adherence, just as with accountancy. 

Even an algorithm reasonably believed to be unbiased 
should not be the final authority in every case, a notion 
that extends to potentially life-changing decisions for 
individuals and their families like home and business 
loans, hiring, college admissions, and elements of the 
criminal justice system like bail-setting, sentencing, and 
parole decisions. By definition, an algorithm yields a 
number that is compared to a boundary criterion. No 
numbering system that attempts to quantify things that 
are not precisely measurable is good enough to decide 
when the algorithmic result is close to the boundary. 
In that situation, basic fairness and common sense call 
for human intervention. Could that introduce bias? Yes, 
but a decision that could change the life of a person and 
family should not be made on the equivalent of a coin 
toss.6 Human judgment should always have a place in 
such situations 

Overarching Issue #3: Privacy 
Privacy issues are not unique to AI, but AI’s hunger 
for data for ML training has upped the threat. This was 
brought home by the recent enforcement actions taken 
by the US Federal Trade Commission (FTC) for misuse 
of facial recognition technology by Everalbum, which 
scraped millions of people’s pictures and used them 
without the consent of the pictured for commercial 
purposes.7 It will be interesting to see the implications 
of this on current and future development of AI tech-
nologies and applications: will it hinder innovation? 

Shortcuts like Everalbum’s that take advantage of 
loopholes and ambiguities in existing law will be 
prohibited eventually, some by legislation, some by 
judicial opinions. Innovation will be slowed but so 
is innovation in medical science slowed by laws 
governing ethically permissible protocols for human 
tests and experiments. As a general principle, ethics 

AI “training” approaches that use a phenome-
non that reflects past human decisions as a 
model of excellence will perpetuate all the 
biases that underlay those decisions.  
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trump expediency, but specific situations may call for 
more nuanced attention to risk and transparency. 

Internet trolling is an increasing problem, made worse 
by AI’s ability to create seemingly authentic deepfake 
photos of scenes that never happened or recordings 
of words never spoken. Their capacity for mischief 
requires no elaboration.  

Dealing with the Issues 
As the ability of digital and IT to create harm grows, so 
must the legal and regulatory infrastructure to prevent, 
or at least minimize, disasters and assign liability when 
they happen. The law always lags technology, and this 
is as it should be — though not by too much. The EU 
instituted its General Data Protection Requirements in 
2018, largely copied by the US state of California in 
2020; when two such sizable chunks of the world or the 
US market act, it becomes a de facto standard.8 The EU 
also recently proposed new laws to govern AI, ensuring 
oversight and limitations in the interest of public safety 
and privacy (see sidebar). Although restrictions like this 
are new for IT, they’re established practice elsewhere, 
including: 

• Building codes 

• Requirements for approval by licensed professional 
engineers 

• Periodic auto safety inspections 

• Underwriters Laboratories (UL) certification of 
electrical products 

• US Federal Aviation Administration (FAA) and US 
Federal Drug Administration (FDA) certifications for 
safety of air travel, food, and pharmaceuticals 

There should be standards for policies and practices 
when creating the software equivalent of guardrails, 
fire doors, containment vessels, and intrusion detectors. 
There need to be penalties when something goes wrong 
and those standards were not met. These may limit AI 
“creativity” (i.e., unorthodox, out-of-nowhere actions 
that just might work), but who knows? Such an action 
beat the Go champion, but Go is, well, just a game. 

Legal principles need to be established, including: 

• Unexplainable AI does not belong in any appli-
cation that could harm people physically or affect 
their lives in significant ways. The same applies to 

black-box algorithms sold by vendors that refuse to 
explain their “proprietary” workings. Buyers must 
receive explanation, acknowledge receipt, and 
possibly sign nondisclosure agreements. 

• Organizations are responsible for algorithms they 
use, whether bought or built. If bought, relief would 
require that algorithms don’t behave as advertised, 
similar to how an auto accident caused by a design  
or factory defect can relieve the driver of some 
responsibility.  

Laws or regulations will also be required to: 

• Ensure the spirit of principles like those established 
in the US Bill of Rights is applied to government 
activities (e.g., requirements for warrants).   

• Limit the use of algorithms for close calls on 
potentially life-changing decisions such as home 
loans, business startup loans, hiring, and college 
admission. 

• Establish what constitutes a “legitimate interest” for 
third parties and governments to access data we have 
no choice but to generate about ourselves. 

• Obtain a better balance between freedom of speech 
and freedom from malicious misinformation and 
disinformation. AI can be highly useful here to 

The EU Gets into the Act 
As this article was being written, the EU put forth a frame-
work for regulating AI that could become a de facto stand-
ard. As with the GDPR, it fills a gap that was unlikely to be 
filled in the near term by others. It recognizes that different 
forms of AI pose different levels of risk:1 

• Low-risk AI only requires transparency. For example, a 
deepfake photograph would have to be labeled as 
such. Otherwise, it would be essentially unregulated. 

• High-risk AI, which includes most of the examples cited 
in this article, would require not just transparency but 
thorough risk assessment, user education, and ade-
quate human control before being brought to market. 

• Unacceptable-risk AI, such as applications to manipu-
late public opinion or develop social credit scores (as in 
China), would be prohibited. 

1Marcia, Valeria, and Kevin C. Desouza. “The EU Path Towards  
Regulation on Artificial Intelligence.” The Brookings Institution,  
26 April 2021.  
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improve fact-checking. Even more important, AI 
can be used to broaden people’s perspectives on 
events rather than how it is now used to narrow 
and intensify them, fostering political polarization. 

• Recognize that Internet communications services 
are not the same as voice telephone services because 
they can monitor content, and experience is showing 
they need to. The viral spread of absurd conspiracy 
theories and proliferation of lies and trolling are 
giving free speech a bad name. 

Major emphasis on cybersecurity is not a matter of 
choice. There are more algorithms to steal, or worse, 
hack. There is more data to steal or pollute. Risks really 
grow with the Internet of Things: 

• We must carefully limit our trust in hackable AI to 
safely govern infrastructure like power grids, nuclear 
plants, hydroelectric dams, air and vehicle traffic 
control, and drinking water supplies. 

• We may need better firewalls to separate remote 
access control from the provision of information. 
For example, there’s a huge difference between 
downloading potentially hackable engine 
management software to a moving vehicle via the 
Internet versus downloading GPS information the 
driver needs in real time. 

In short, just because we can do something that’s “cool” 
doesn’t mean we should.9 

Picturing an AI-Enabled Future 
The future can look quite good if governments 
and technology providers deal effectively with the 
overarching issues. Beyond that, the most tangible 
changes for many people will be in the workplace: 

• Use of robots and robotic process automation for 
repetitive and unambiguously describable tasks will 
increase wherever it’s economical. Where it’s not, 
people’s jobs will be made as robotized as possible 
by industrial engineers, as in Amazon fulfillment 
centers. (Taylor lives on!10) In the physical realm, 
some processes may be amenable to “cobots”: robots 
that work directly with a person to do parts of a job 
that are too finicky, strenuous, or dangerous for a 
human. In effect, the robot amplifies the person’s 
capability. In the office realm, we’re already seeing a 
trend toward customer service phone systems that 

use AI to determine from the customer’s words 
where to route the call if it can’t be addressed by 
the computer alone; in effect, the person is amplifying 
the capability of the machine. 

• Paraprofessional or lower-level professional tasks 
entailing a lot of search and pattern recognition will 
be taken over by AI, amplifying the person’s ability 
and productivity. 

• New jobs in AI design, monitoring, and ML training 
will offset some lost jobs.  

• A high degree of worker surveillance will be 
irresistible to employers unless it’s regulated. 

• We may at long last see questioning of the continuing 
appropriateness of the 40-hour workweek, the stan-
dard for almost a century after a century of rapid 
decline from 72 or 84 hours. 

On the more sobering side, workplace prospects for 
the poorly educated continue to dim. Failure of 
governments to address “left behind” people and 
regions will lead to increasing political unrest with 
predictably negative consequences. 

Conclusion 
The risks to society in general from AI are real and 
important enough right now to demand attention from 
a lot of very talented, busy people. That said, we need 
to put the power of AI in perspective. As sophisticated 
and brilliant as some AI applications are, they do not 
come near artificial general intelligence (AGI). Consider 
three milestones.  

Championship-level checkers playing by a computer 
dates back to 1962.11 It was based, like today’s AI, on 
ML (i.e., playing against itself a huge number of times, 
gradually getting better by learning through trial and 
error). It took 34 years for computers to advance to the 
level of grandmaster chess and another 20 to conquer 
Go. At their core, these feats, however brilliant, were the 
same: pursuit of a clearly defined goal with strict rules 
governing the moves you can make to get there. In 
short, AI applications to date are idiot savants, able to 
do a limited range of tasks with superhuman brilliance 
… and nothing else. 

When we apply our human intelligence to addressing 
AI’s “right now” challenges, we can safely ignore 
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the prospect of imminent AGI that could morph into 
superintelligence, whatever that is. Time and energy 
spent on risks that certainly will not materialize in the 
next decade or two (if ever) is not just a waste of time, 
it’s a counterproductive diversion.  

Sufficient unto the day is the evil thereof. 

— Sermon on the Mount, Matthew 6:3412  
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Humans have centuries of product development 
experience, but the recent exponential rise in product 
complexity means current development approaches are 
reaching their limit. Fortunately, artificial intelligence 
(AI) has the potential to help us overcome those 
limitations. 

Product complexity is currently driven by four trends. 
First, products include a growing amount of embedded 
software. We can roughly measure product complexity 
by looking at number of lines of code. 

Second, modern products are increasingly connected, 
leading to a “system of systems,” a trend also known as 
the Internet of Things (IoT). Such systems of systems 
exhibit emergent behavior — properties the individual 
systems do not have. 

Third, complexity is compounded by larger teams, 
which are often distributed. This results in growing 
communications overhead. To cite just one example, 
automotive manufacturers frequently share require-
ments specifications containing tens of thousands of 
requirements. 

Fourth, regulatory compliance creates overhead. With 
more IoT devices entering our lives, manufacturers 
must demonstrate their safety. A failed audit can result 
in a delayed product launch. 

To understand why complex products require new 
approaches, let’s first briefly review the existing 
approaches.  

Systems Engineering 
In the 1960s, systems engineering became an inter-
disciplinary field of engineering for developing com-
plex products. It was driven primarily by the space 
industry, as well as some high-profile engineering 
disasters. A key concept of systems engineering is the  
V-Model, which is primarily known as a development 
process, but it also represents the various artifacts of 
product development. The V-Model puts requirements, 
implementation, and validation and verification (V&V) 
into context, a key concept that is highly relevant to the 
rest of this article (see Figure 1). 

Interpreted as a process model, the V-Model starts at 
the top left: defining the product requirements. These 
requirements are refined and decomposed, eventually 
leading to an implementation. The right arm indicates 
that on each level, V&V activities ensure the right 
product is being built, and that it’s being correctly built. 
All elements must function as designed (verification), 
and the result must be what the customer desired 
(validation). Testing is the most common approach for 
V&V, but there are others. Similarly, the left arm of the 
V often consists of more levels than the three shown. 

A key takeaway is the triangular relationship between 
requirements, implementation, and test, which provides 
robustness. A failed test might indicate a problem with 
the implementation, but it could also point to a faulty 
requirement or a problem with verification. 

Initially, systems engineering was paper-based; every 
iteration carried significant overhead because long 

THE POWER OF MACHINES 

AI’s Role in Accelerating Product Development  
by Michael Jastram 

Figure 1 — The V-Model. 
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documents had to be read, reread, checked, and 
aligned. For complex products like rockets, planes, and 
cars, iterations typically took six months to two years. 

Many organizations still practice traditional develop-
ment without many changes (substituting Word and 
Excel files for paper), even though more sophisticated 
tools are available. This does not necessarily result in 
unsafe systems, but the overhead for each iteration is 
increasing because of rising complexity. Furthermore, 
long iterations lead to a slow response to customer 
feedback and changes in market and technology, 
creating a competitive disadvantage. 

Since the advent of computers, software has been used 
for making development more efficient, like CAD and 
CAE systems in the 1980s. However, these solutions 
helped engineers solve a specific problem, rather than 
addressing the overall engineering process. 

In the 1990s, we saw the emergence of software tools 
known as requirements management tools, which cover 
large parts of the development process. Rather than 
dealing with documents, they manage fine-grained 
items and allow organizations to define a data model 
that makes dealing with changes and traceability more 
effective. Key market players include: 

• IBM Dynamic Object-Oriented Requirements System 
(DOORS) (“classical” DOORS) 

• IBM Rational DOORS Next Generation (the codebase 
is not related to classical DOORS) 

• Jama Software Jama Connect 

• Siemens Polarion 

• Intland Software codebeamer 

• PTC Requirements Management and Validation 
(formally PTC Integrity) 

These tools break development artifacts into smaller 
chunks, but most of the data is still text, written by 
people for people. There may be formulas, figures, 
and schematics, but the actual content cannot be 
processed by machines — they only help with content 
management. 

Some of these tools offer AI add-ons. These typically 
analyze individual requirements to provide some 
quality feedback. Although this can be useful, it only 
scratches the surface of what is possible. 

Another category of software tools addresses product 
lifecycle management, but these focus on manufactur-
ing and bill-of-materials management and so are not 
central to the product development process. 

Agile Product Development 
In the early 2000s, Agile methods became popular in 
software development, and their application has now 
spread to product development and beyond. 

Agile practices involve rapid iteration cycles and 
close collaboration with all stakeholders, including 
customers, in cross-functional teams. Agile addresses 
the problem of slow development cycles and commu-
nication problems. Agile practices also tend to embrace 
new technologies that take friction out of development 
(e.g., through automation). 

Applying Agile development in the context of devel-
oping complex products doesn’t change that much, 
however. This is particularly true if the system under 
development involves safety. Safety regulation 
embraces systems engineering and the idea behind 
the V-Model.  

There are specialized tools for Agile development, 
but most of them have a strong software focus (e.g., 
application lifecycle management). For developing 
complex products, all vendors of the requirements 
management tools mentioned above support 
frameworks for working in a more Agile way. 

Model-Based Systems Engineering 
Model-based systems engineering (MBSE) takes the 
idea behind the V-Model to an extreme, abandoning 
documents and replacing them with a formal systems 
model. Documents only exist in the form of specialized 
views of the model. 

MBSE relies on a modeling language instead of human 
language. Prominent examples include Unified 

A key takeaway is the triangular relationship 
between requirements, implementation, and 
test, which provides robustness.  
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Modeling Language (UML), Systems Modeling 
Language (SysML), Business Process Modeling 
Notation (BPMN), and Event-B. SysML is by far the 
most visible systems modeling language, while UML 
is prevalent for pure software systems. 

Better-known MBSE tools include Sparx Systems 
Enterprise Architect, IBM Rational Rhapsody, and 
Dassault Systèmes Cameo Systems Modeler. Intro-
ducing an MBSE tool into an organization almost 
always requires training, coaching, and consulting to 
make it successful; the tools and methods are too 
complicated to use without expert help. 

Modeling languages can be visual or textual, open 
or proprietary. But they all differ from traditional 
approaches in their ability to allow machines to directly 
reason. This opens the door to a number of useful 
capabilities, like consistency checks, test generation, 
and simulation, all of which can be automated. 

MBSE has been around for 20 years and is widely used 
in avionics, defense, rail, and automotive. However, 
MBSE requires a large up-front investment with the 
promise of a positive ROI somewhere down the road; 
this is particularly true for organizations that build 
tailored, complex systems and therefore must deal 
with variants (see Figure 2).1 To date, only a few small 
organizations have been willing to risk this type of large 
investment. 

There are also cultural challenges, including the fact 
that many stakeholders are unwilling or unable to 
learn a new modeling language and the correspond-
ing methods. This severely limits MBSE adoption. 

Applying AI to Product Development 
Systems engineering and Agile both struggle to keep up 
with today’s exponential growth in complexity. MBSE 
was built to address complexity, but it requires a large 
up-front investment and often meets with cultural 
resistance. Those are two very different challenges, but 
both can be addressed with AI — at least in principle. 

AI is already used to support specific traditional 
development activities like quality checking and 
detecting similarities. Similarly, AI is being employed  
to extract models from MBSE text. 

However, AI in product development is in its infancy. 
This is partly because the market for product develop-
ment is small compared to areas where AI is already 
adding value, such as marketing. 

The most visible player right now is IBM, which has 
a portfolio of tools for product development that 
includes DOORS Next for requirements engineering 
and Rhapsody for modeling. IBM also has a prominent 
AI engine: Watson. As expected, IBM adapted Watson 
as an add-on for DOORS Next. Currently, this add-on 
analyzes individual requirements to rate their quality. 

Several smaller players are also active, trying to climb 
their way toward wider recognition. No clear leader has 
emerged, but it’s early days; we’ll see a lot of activity in 
this area over the next five years. 

Finally, it’s important to recognize that there are many 
AI subfields, each at a different development level, 
which we explore more fully next. 

Figure 2 — MBSE factors related to investments and gains. (Adapted from: Madni and Purohit.) 
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Natural Language Processing 
By far, the most activity in AI related to product 
development is in natural language processing (NLP). 
This is not surprising since most of the artifacts in 
product development are still text: requirements, 
risk items, test cases, and so on. This AI subfield is 
well suited to both traditional and Agile product 
development. 

By far the most common application of NLP in 
requirements engineering is quality scoring. Two 
big players, IBM (DOORS) and Siemens (Polarion), 
have solutions for this. 

Although these solutions work and provide value to 
practitioners, they do not address the problem of rising 
product development complexity. These solutions only 
analyze one requirement at a time, making it impossible 
to spot contradictions between two requirements.  

There is a lot of research aimed at complete product 
descriptions, rather than focusing on individual items. 
Analyzing complete product descriptions opens the 
door to a number of interesting applications: 

• Identifying issues that can be spotted only in context, 
such as gaps, contradictions, and ambiguities 

• Improving traceability (traceability analysis is 
possible only when all items are analyzed together) 

• Extracting MBSE models from natural language 
specifications 

The last point in particular could be transformative. 
It would provide a bridge from traditional product 
development to MBSE, making MBSE’s benefits 
accessible to a much wider audience. 

These ideas have not yet been realized in commercial 
products, but both academic and industry researchers 
are working toward that goal. 

Machine Learning 
Machine learning (ML) employs algorithms that use 
data to improve automatically through experience. 
In product development, a simple example is the 
categorization of items. For instance, you could assign 
a technical category like software, hardware, or 
electronics to an item. This is well understood but 
of limited value, as it does not solve the problem of 
rising complexity. 

AI is already applied in product support — providing 
first-level support or analyzing the customer’s mood. A 
more relevant activity involves analysis and clustering 
of conversations to find critical or highly visible bugs 
or identify important feature requests or unmet needs. 
These can feed into the product roadmap to make 
future products more successful. Similar information 
can be extracted from marketing data or product 
telemetrics. 

A more complex problem is the creation and analysis 
of traceability, a key aspect of systems engineering. 
Practitioners create and maintain the traceability in  
both traditional product development and Agile 
development. The company Relatics follows this 
approach by analyzing arbitrary data sources for 
traceability management. More players will certainly 
follow, but commercial solutions are currently scarce. 

Some industries rely more on large-scale traceability 
systems than others. For example, the automotive 
industry has strict regulations regarding traceability 
and a large volume of requirements. It’s not unusual for 
manufacturers to provide suppliers with specifications 
consisting of tens of thousands of requirements. The 
scale alone makes this use case interesting for ML. 

In MBSE, traceability tends to follow clearly defined 
rules, limiting the use of ML. However, even MBSE 
starts with textual requirements, and ML could support 
the allocation of those requirements. Once again, there 
are few commercially available solutions. 

Interactive AI 
Human-computer interaction is already used exten-
sively in customer service and support, most visibly 
in the form of chatbots and voice-based applications, 
but there is unexplored potential for such systems in 
product development. Today’s problems are solved 
primarily by hiring outside experts. The goal is to raise 

By far, the most activity in AI related to  
product development is in NLP. This is not 
surprising since most of the artifacts in  
product development are still text. 
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the organization’s maturity to make it more effective 
with its existing resources. 

Interactive AI has the potential to replace experts, 
at least in some areas. This could take the form of 
interactive wizards that help set up a development 
project or interactively improve the system architecture 
in a dialog format. 

If such systems already exist, they’re most likely for 
internal use at large organizations. It is less challenging 
to build such a system in a domain-specific context. For 
instance, a German manufacturer of lighting systems 
built a system to guide users in capturing the system 
behavior in a domain-specific language. Using the 
stakeholder input, the system makes suggestions for 
translating the input into a machine-readable format. 
Building a universal system is much more challenging, 
primarily due to missing training data. 

Training Data 
Many AI systems rely on a large body of training data. 
This is particularly challenging in product development 
and is likely the reason we haven’t seen much progress 
compared to other sectors. Detailed product descrip-
tions are often considered core intellectual property; 
few organizations are willing to share the descriptions, 
even with an NDA in place. 

There are workarounds. For instance, user manuals, 
data sheets, and maintenance handbooks can be sub-
stitutes, especially for high-level requirements. But 
this is not enough for a holistic body of knowledge on 
product development and therefore only of limited use. 

This is the reason large multinationals are active in 
this area: they have enough training data to make 
AI systems useful, at least internally. It will be 
interesting to see what these organizations publish 
in the coming years. 

AI Platforms 
Until off-the-shelf AI product development systems are 
available, organizations must build their own. There 
are many players in this space, including established 
companies like IBM, Google, and Microsoft, and 
newcomers like Dataiku and SambaNova Systems.  

There’s little question we’ll soon have an army of 
consultants, integrators, and service providers that 
promise to find areas of applications of AI technologies 
for their customers, in product development and 
beyond. Considering how specific product development 
is, retaining such experts will be a good idea for many 
organizations. As always, the key to success will be 
providing clear strategic direction and strong oversight. 

Confidentiality is a major challenge with these 
platforms, as they typically operate in the cloud.  
On-premise systems are available but typically have 
limitations. For instance, they cannot access cloud- 
based analysis systems by third-party providers that 
continuously evolve their AI engines. 

Conclusion 
Organizations must respond to the pressure of rising 
complexity. Thus far, we’ve seen companies respond 
by adding either manpower (work harder) or exper-
tise through consulting, training, and tooling (work 
smarter). 

Adding more and better tools has been practiced 
successfully since the 1990s, starting with CAD systems, 
requirements management systems, and simulation 
tools. In the 2000s, we saw a certain amount of “tool-
fatigue,” with practitioners noticing that simply adding 
a tool did not always solve the problem. This gave a 
huge boost to Agile methods, which require training 
more than new tools. However, tools continued to 
provide efficiency. It is surprising how much product 
development work is still done using Word and Excel. 

Organizations that reach their limits due to complexity 
growth typically turn to MBSE, but today’s MBSE tools 
are far too complicated to be a good starting point. 
Successful MBSE involves a strategic, long-term 
objective and clear, achievable milestones. 

We’ll continue to see MBSE deployment over the next 
five years or so, but growth will be severely limited by 

There’s little question we’ll soon have an  
army of consultants, integrators, and service 
providers that promise to find areas of appli-
cations of AI technologies for their custom-
ers, in product development and beyond.  
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the number of available experts. This opens up a huge 
opportunity for AI-based solutions that provide some 
of the benefits of MBSE without requiring a long, 
expensive training process. 

We currently see attempts to address product com-
plexity by using AI to bridge the gap between MBSE 
and the language of the stakeholders. Most of this work 
is still in the research stage. Ready-to-use solutions like 
IBM’s Watson barely scratch the surface of what’s 
possible. 

In the coming years, more powerful AI systems for 
product development will emerge, starting with writ-
ten language. Initially, these systems will improve 
traditional or Agile development, but they will soon 
focus on helping with MBSE. This will reduce (but not 
remove) the need for companies to pay outside experts 
in order to benefit from MBSE.  

Such systems will guide practitioners through the 
development process by creating and maintaining 
architecture, testing traceability, identifying quality 

issues, and more. All these help prevent waste, reduce 
risk, and speed product development. 
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Artificial intelligence (AI) in general, and specific fields 
within AI such as image recognition, machine learning 
(ML), and natural language processing (NLP), are going 
through a rapid revival that powers both consumer-
oriented and industrial applications. These capabilities 
long ago left the confines of university research labs 
and are making real decisions that impact our lives 
and safety.  

So what’s the best way forward as we strive for 
trustworthy AI? AI ethics and trustworthiness are 
trending topics in the field, but the power of AI is 
already in play, so we have to progress accordingly. 
In this article, we examine some of the pathways to 
greater AI maturity, trustworthiness, and acceptance. 

The AI Trust Gap 
Why is there an issue with trusting AI? After all, 
humans have a long history of rushing to adapt new, 
often unproven, remedies. However, the history of 
technology revolutions is full of examples of reluctance, 
resistance, and sometimes violent opposition. When the 
steam locomotive was invented, people argued that the 
human body could not survive being moved at speeds 
of 50 mph. When the first cars hit the roads, there were 
some short-lived attempts to compel drivers to follow 
a man on foot waving a warning flag. Cultural anthro-
pologist Genevieve Bell attributes these reactions to 
“the ‘moral panic’ that a society experiences when 
particularly revelatory technological advances show up 
— specifically, ones which interfere with or alter our 
relationships with time, space, and each other.”1 

It is not clear that AI falls within that very specific 
description, although it certainly challenges our under-
standing of what intelligence is, not to mention our 
belief in the inherent superiority of human thinking 

over machines. But we think the causes of mistrust go 
beyond these existential considerations and include the 
following: 

• AI is mysterious. The vast majority of society does 
not understand how it works, and deep neural 
networks in particular can produce results that we 
cannot readily explain. People generally fear what 
they don’t understand. 

• AI is often equated to robots (which in reality may 
or may not be powered by AI), and there have 
been decades of sci-fi literature about rogue robots 
wreaking havoc. Think about Isaac Asimov’s novels 
involving his three laws of robotics2 and HAL 9000 
in Arthur Clarke’s 2001: A Space Odyssey.3 

• AI is seen as having a huge potential to eliminate 
jobs. A typical example is call centers: voice recog-
nition, and the interpretation of a caller’s requests 
or commands, reduces the need for operator inter-
action and can sometimes result in processing queries 
entirely without human intervention. 

• The dramatic increase in hate speech or grave threats 
in social media requires the use of AI to recognize 
them among billions of daily posts. Such NLP 
applications “may be exposed to text that contains 
falsehoods or lies, or hatred, or is meant to incite 
trouble,” notes Stanford Engineering Professor Russ 
Altman.4 Many users have now experienced false 
negatives (hate speech that was not blocked) or false 
positives (their account was suspended for some 
innocuous remarks that confused the AI-based filter). 

• Self-driving cars have become the poster child 
for high-risk AI applications and an example of a 
technology where a bad decision could have dramatic 
consequences (whether we are riding in autonomous 
cars or just sharing the road with them). There is 
credible evidence that human drivers make more 
dangerous mistakes than self-driving cars, but it is 
the occasional opposite case that gets the headlines. 
In application domains other than self-driving, there 
have been calls for a “human in the loop” approach, 

THE ROAD AHEAD 

Bridging the AI Trust Gap 
by Claude Baudoin and Clayton Pummill  

The history of technology revolutions is full  
of examples of reluctance, resistance, and 
sometimes violent opposition.  
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even though it may negate the benefits of the tech-
nology in situations that call for a very short reaction 
time (e.g., shutting down an oil well as soon as a gas 
leak is detected by a sensor). 

• Healthcare presents a similar challenge: we may not 
be ready to entrust our lives or well-being to an AI 
application, preferring to trust a resident who may be 
nearing the end of a 30-hour shift. 

• Although this is not well-known to the general 
public, technology-savvy people now understand 
that ML is only as good as the training data sets, 
which can impart bias. A typical example is the 
higher rate of error in facial recognition of people 
of color and women.5 

• An even more arcane risk is the malicious injection 
of data to fool AI models into reaching the wrong 
conclusion. This has been an active area of research 
over the last decade, and the news overall is not 
good.6 

• Finally, a concern shared by ethicists is about AI 
making unexplained (or unexplainable) life-or- 
death decisions. We’re back to the famous tramway 
dilemma: which track do you choose for the runaway 
tramway car, given that whatever the decision, some-
one will get killed, and you have to decide based on 
the number, gender, age, and other characteristics 
of the potential victims. The equivalent dilemma in 
these pandemic times could be how do we feel about 
AI deciding which patient to take off of a respirator 
in an overloaded ICU? There were unfounded alarms 
in the US about “death panels” during the 2009 
debates preceding the adoption of the Affordable 
Care Act; what if this became a reality, except that 
the death panel is a bunch of computers rather than 
doctors in white lab coats? 

The result of all this is that the phrase “AI trust gap” 
became very popular in the last two years (at the time 
of this writing, Google reports 44.9 million results on 
that phrase), and the phrase “AI ethics” is even more 
popular (263 million results), while the lesser but 
still notable popularity of the phrase “AI ethics 
oxymoron” (1.37 million hits) should concern us. 

It is noteworthy that not everyone agrees these 
issues are really impeding the adoption of AI, but 
those dissenting voices are somewhat biased. For 
example, after the European Commission published 
a white paper on AI7 with a section entitled “An 
Ecosystem of Trust” that contains certain regulatory 

recommendations, the Federation of German Industries 
(BDI) issued a response that includes this: 

... the Commission should critically examine whether 

lack of trust is really a main factor holding back a 
broader uptake on AI…. Analogous to the so-called 

privacy paradox, a discrepancy between concerns about 

the trust-worthiness of an application and the actual user 

behavior is also apparent in the case of AI. Thus, even 
a minimal additional benefit or cost saving could be 

sufficient to induce consumers to use less trustworthy 

AI applications.8 

However, this and other points made by BDI were 
clearly aimed at rejecting the need to enact additional 
legislation, redefine liability for AI systems, single out 
AI as a more problematic technology than others, or 
label AI-based systems as such. In essence, they were 
arguing for industry self-regulation. 

But enough bad news. Let’s turn to what we should do 
about this. 

The Keys to Achieving Trust in AI 
If the ultimate goal of AI is to efficiently replicate and 
exceed human thought for the good of humanity, 
then building trust requires that AI incorporate the 
multitude of sound human decision capabilities. Just 
reading this statement makes it clear that the journey 
toward AI ethics is no easy road. Even the assumption 
that AI should be used for the good of humanity is 
wishful thinking; in reality, AI is mostly developed for 
profit or for political or economic gain, along with many 
other motives (consider the fact that the same image 
classification techniques can be used to detect breast 
cancer and perform racial profiling). 

We must therefore consider that in aiming for trusted 
AI, the world is a very diverse and complex stage (to 
paraphrase Shakespeare). Agreement on, and adoption 
of, global AI trust policies will require navigating that 
global political and economic theater. Alliances will 
be forged, agreements made, and oversight and 
enforcement will be necessary. This will require more 
than computer and data scientists. We should build 
cross-disciplinary teams that include psychologists, 
ethicists, sociologists, spiritual leaders, and even 
lawyers and legislators, in order to develop solid and 
accepted AI policies. On the technology side, a major 
evolution that needs to take place is to impart AI with 
emotional intelligence.  
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What policies, procedures, practices, technologies, and 
training should be implemented to ensure the integrity, 
transparency, and accountability of algorithms, AI-
enabled applications, or automated processes? And 
how do we transform the reality of trustworthy AI 
(assuming we achieve it) into a correct perception 
by users, so that unsubstantiated fears do not linger, 
preventing us from achieving the technology’s benefits? 

Transparency, Explainability, 
Accountability 

Perhaps blackbox models cannot be avoided because the 
problems we want to solve are complex and non-linear. If 

simpler models were used, there [would] be a tradeoff in 

performance (for explainability), which we don’t want. 

— Prajwal Paudyal, ML/AI scientist9 

Among the reasons listed earlier for the trust gap, the 
mystery of how an AI model arrives at a decision is 
a recurrent theme. Life-or-death situations aside, we 
don’t want to be denied a loan, ask the banker why, and 
receive this answer: “Er … I’m not quite sure, but the 
computer said so.” Nor will our legal system permit 
such an answer.  

The desire for AI transparency is particularly acute 
when neural networks are involved, since by design 
the way the network generates its output is complex. 
No one explicitly programmed the weights and 
thresholds applied at each node to pass as inputs to the 
next layer; those were arrived at by training the model 
(hence the phrase “machine learning”). In fact, there 
is an argument that the more powerful an AI model is, 
the less explainable it is and vice versa (this is, if you 
will, the AI version of Heisenberg’s uncertainty 
principle in physics). 

This has been a subject of serious research over the last 
couple of years. A fundamental paper from the US 
Defense Advanced Research Projects Agency (DARPA) 
proposed the term “XAI” (“eXplainable AI”) and 
presented a model of the inverse relationship between 
performance and explainability (see Figure 1).10 

The DARPA paper goes on to propose a model for an 
explanation process, in which an explanation of an AI 
decision can be subjected to “goodness” criteria and 
tests of satisfaction, leading to the user replacing 
mistrust with “appropriate trust and reliance.” 

Some authors point out that explainability isn’t 
something you add after the fact. An AI model or 
algorithm needs to be designed with explainability 
in mind, so that appropriate intermediate data that 
contributes to the ultimate answer is captured during 
execution. 

Eliminating Bias, Ensuring Fairness 
Another cause of mistrust is the suspicion — and too 
often the evidence — that AI can be just as biased as 
humans. There is even such a thing as “confirmation 
bias” (the tendency to perceive what you already 
believed, not the reality you see) in AI. Ranjay Krishna, 
a PhD student at Stanford, recently demonstrated 
how an AI model trained to recognize scenes from 
photographs can be given an image of a person sitting 
on a fire hydrant and “recognize” a nonexistent chair 
in the picture, simply because in all the training data 
containing a person sitting on something, that some-
thing was a chair.11 

How does one test for bias? A key proposition is that 
a small change in the inputs to the AI model should 

Figure 1 — Learning performance vs. explainability tradeoff for several categories of learning techniques. (Source: Gunning and Aha.) 
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generally produce a small change in the output — 
whatever “small change” means, and in the absence of 
a clear metric, human interpretation may be required. 
For example: 

• If a loan application evaluation program processes 
two loan applications that are identical in all respects, 
except for the ethnicity of the applicant, and recom-
mends to approve the loan to a white applicant and 
deny it to a person of color, that’s a fairly damning 
sign that bias has been built in either in the program 
or the training data. In the latter case, the training 
data (history of loans manually granted or refused 
by loan officers) simply carries along the bias that 
underlay past human decisions and teaches the 
model to be equally biased. 

• If adding some random noise, invisible to the human 
eye, to a picture of a dog causes an image classi-
fication program to “recognize” a cat instead, this 
may not be a sign of bias per se, but it at least means 
the algorithm is brittle and can be easily manipulated. 

There is some relevant work worth considering here. In 
2013, the Object Management Group (OMG) established 
the Structured Assurance Case Metamodel (SACM™): 

An Assurance Case is a set of auditable claims, argu-
ments, and evidence created to support the claim that 

a defined system/service will satisfy its particular 
requirements. An Assurance Case is a document that 

facilitates information exchange between various sys-
tem stakeholders such as suppliers and acquirers, 

and between the operator and regulator, where the 
knowledge related to the safety and security of the system 

is communicated in a clear and defendable way.12 

SACM provides a formal basis to reason about claims, 
arguments, supporting evidence, and the artifacts they 
involve, building up to an assurance case. While SACM 
is often used to analyze the claims to safety of a cyber-
physical system, the applicability of the model to 
assurances of AI fairness is clear. It thus provides 
a framework to answer questions such as: 

• What is being claimed about the system’s fairness? 

• What arguments support that claim? 

• What tests have been run to try to disprove the 
proposition, and where is the evidence that those 
tests have not discovered a problem? 

Along similar lines, Professor Roberto Zicari and his 
team at Goethe University Frankfurt’s Big Data Lab 
propose a method called “Z-inspection,” which can be 

used either as part of an “AI ethics by design” process 
or, if the AI has already been designed and deployed, to 
perform an “AI ethical sanity check.”13 The method has 
been tested on a use case in healthcare, a novel AI-based 
method for assessing the risk of coronary heart disease. 

AI systems can also be tested periodically for fairness. 
The sensitivity of a model to an adversarial input (e.g., 
changing the race of a person) can be established and 
judged against predetermined goals. An AI tester could 
search for biases by running scenarios against a model 
representing a diverse user base, ensuring consistent 
and as-intended results. These scores should be 
communicated to end users, encouraging model 
designers to continually improve. 

We should note that bias is not easy to define in the first 
place: it depends on the goal of the system and who the 
stakeholders of the decision process are. On the one 
hand, systems that help in medical diagnosis are often 
less precise for minorities and women because most 
training data sets have historically underrepresented 
those populations. On the other hand, you wouldn’t  
ask for equal gender representation in a data set of 
chest X-rays if the goal is to detect breast cancer. At 
minimum, developers of AI and those who train the 
models should consciously consider what their goals 
are and whether the algorithms and data they use were 
developed in a way that is consistent with those goals. 

Data Protection 
AI thrives on data — the more, the better, both at 
training time and execution time. How do we ensure 
the data collected by AI is not interpreted and delivered 
in a context that violates our privacy? 

A prominent aspect of this problem is the collection and 
use of people’s images by law enforcement. It is said 
that if you stroll for hours in London, your entire 
journey can be retraced through CCTV footage: the 
coverage of the city is practically 100%. Today, with  
AI-based facial recognition, the system could not only 
trace someone’s journey, but also know his or her race, 
gender, and approximate age — and perhaps even the 

Bias is not easy to define … it depends on the 
goal of the system and who the stakeholders 
of the decision process are.  
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exact identity of that person. Absent even the possibility of 
informed consent to this recognition and tracking, cities 
and regions in democratic countries are increasingly 
banning facial recognition. Recently, in fact, several 
companies announced they will no longer develop this 
technology.14 Ultimately, we need a “privacy by design” 
methodology that is specifically tailored for the unique 
ethical and legal challenges created by AI algorithms.  

Another interesting approach is the use of generative 
adversarial networks (GANs) combined with differ-
ential privacy. The combination of these technologies 
is showing promise in creating data sets that so mimic 
real data as to still provide utility for training purposes 
while protecting personally identifiable information 
(PII).15 

AI and the Law 
Ultimately, especially in a litigious country such as the 
US, many issues end up being decided by the courts. 
Show some lawyers an ambiguous document, and they 
see money. What will make the legal landscape of AI 
even more complex than past situations is the issue of 
responsibility and liability. 

Let’s go back to our favorite example, self-driving cars. 
When an accident happens, even if the exact sequence 
and timing of events is established, who is responsible? 

• The programmer who developed the software and 
forgot a safeguard? 

• The person who selected the training data set? 

• The car manufacturer, who didn’t test the car in 
similar conditions to the ones that caused the 
accident? 

• The passenger (if there was one at the time) who 
could conceivably have taken over and avoided the 
accident but wasn’t paying attention since the car was 
in autonomous mode? 

Clearly, a new legal framework will need to be 
developed, and it will take years, if not decades, 
to arrive at a consensus that can be applied consistently 
and fairly. We’re likely to see the equivalent of the 
infamous “Caution: coffee may be hot” warning, 
and this will not reassure users. There will be dozens 
of pages of disclaimers included with AI-enabled 
products. There is already a controversy as to whether 
users can reasonably be expected to read all the fine 
print before using a product; this will get worse before 
it possibly gets better. 

AI Ethics 
Here the discussion easily borders on philosophy, so we 
can only scratch the surface. Some considerations that 
will drive trust (or mistrust) include the following 
questions, to which there are currently no definite 
answers: 

• Should an AI product inform its users that it is one? 
In other words, while the Turing test may be mean-
ingful as a test, a deployed AI system should perhaps 
inform its users that this is what they’re interacting 
with. This is what the proposed EU regulations are 
getting at with the mention of labeling. Of course, if 
ultimately AI is going to pervade everything from 
our cars to our thermostats to our pet’s water bowl, 
such labels become meaningless. 

• What is the modern equivalent of Asimov’s three 
laws of robotics? If all AI systems reliably and 
demonstrably followed at least the first law (do not 
harm humans), this would go a long way to build 
trust. But law enforcement, the military, and the 
governments of authoritarian countries will never 
agree to this. 

• Is having a human in the loop for higher-risk 
applications a good idea? In the short term, most 
people probably think it would be a good thing, but 
we know that in many circumstances, humans make 
more mistakes than machines. Most fatal airplane 
crashes are due to pilot error, including many where 
the autopilot was disengaged. When people suggest 
human supervision as a solution, is this similar to 
having a flagperson walking in front of a car? 

• Should an AI system know when to lie? Humans 
have a sense that truth can be harmful in certain 
circumstances. Should we impart the same emotional 
subtleties to AI, and would this actually decrease 

What will make the legal landscape of AI even 
more complex than past situations is the  
issue of responsibility and liability. 
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trust? If you have an accident, should your car tell the 
police or your insurance company how fast you were 
driving? 

• Who is an AI application accountable to: its owner/
user, a larger community, society at large? Consider 
a self-driving car coming unexpectedly upon a group 
of children crossing the street. The car can brake but 
still hit the children, or it can veer off, crash into a 
wall, and perhaps kill you. Would you ride in a car 
that came with a warning that “if circumstances 
require, in the sole interpretation of the onboard AI 
software, this car may deliberately cause injury or 
death to its occupants”? Or should society accept that 
the car will prioritize the life of a single occupant 
over that of several children? 

• Is it ethical to develop technologies that may 
eliminate some jobs through automation without a 
comprehensive plan to offset the economic impact? 
AI could be the key to a 20-hour work week, or it 
could be the trigger of extreme poverty, especially in 
countries where many people are employed at the 
jobs that would be the first to be displaced (e.g., call 
center operators). Yes, we’ve gone through several 
industrial revolutions that raised the same fears, and 
each time new types of jobs were created and the 
world didn’t end. But AI could be different because 
its very goal is to replace humans in what seemed to 
be their ultimate irreplaceable capability: reasoning 
and intelligent decision making. 

The Role of Standards 
Finally, what is the current and future role of standards 
in codifying the above solutions? Here we draw on our 
experience as cochairs and members of the OMG’s AI 
Platform Task Force, where we have been examining 
that very issue. 

The word “standard” is used to cover a wide range 
of recommendations, from very technical ones (e.g., 
definitions of units of measure) to very general and 
often buzzword-laden frameworks or guidelines. Other 
so-called standards are simply glossaries that aim to 
reduce confusion around the use of words that may or 
may not be synonyms. 

With this in mind, Table 1 lists some (but certainly not 
all) efforts that are relevant to solving the AI trust gap. 
Their diversity and varying level of precision and 
obligation are clear indications that this domain is not 

mature and that much work remains to arrive at usable 
norms. 

The Fork in the Road 
“A little learning is a dangerous thing,” wrote 
Alexander Pope. We think we’re at that point in 
society’s understanding of AI, and therefore its ability 
to trust it or its inclination to reject it. 

The utopian view is that if we make the right decisions, 
AI will permeate our environment and bring unprece-
dented efficiencies, security, life-saving assistance to 
the sick and the elderly, and personalized top-notch 
education while freeing us from so many routine tasks 
that we can maintain or improve prosperity while 
working less. 

The dystopian view, abundant in sci-fi literature, is that 
AI will be uncontrolled and used for nefarious purposes 
by corporations and governments alike: humans will 
lose control, and HAL will never open the pod bay 
doors. Alternatively, a new generation of Luddites will 
emerge and reject or destroy the machines. If today’s 
conspiracy theorists believe that COVID-19 vaccines 
are used to implant us with microchips, imagine their 
reactions if they understood what deep learning can do! 

We’ve been there before, notably with our ability to 
split and merge atoms. Although we have mastered 
the use of nuclear fission to produce energy, not just to 
destroy enemies, most people still do not trust nuclear 
power, and the rare accidents create a disproportionate 
reaction to the actual damage. 

We do have control — for now — over whether AI will 
be a trusted aide to humanity or a threat. But we need a 
number of convergent approaches to be able to choose 
the right path. We need an ethical framework, we need 
to understand our own biases and avoid conveying 
them to the machines, we need certain laws and regu-
lations to address liability issues, and we need some 
standards to codify our commitment. Ultimately, this 
amounts to AI governance.16 

We do have control — for now — over whether 
AI will be a trusted aide to humanity or  
a threat.  
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Table 1 — Efforts to solve the AI trust gap.  
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There are multiple initiatives to define the elements 
of such governance: AAAI, IEEE, ISO, the European 
Commission, and many other organizations are con-
ducting parallel efforts as seen in the above standards 
table. To move “from slideware to software,” a global 
consortium of industry leaders could focus on pro-
viding open source technologies, tools, and resources 
to make AI more secure and explainable, and therefore 
more trusted. These resources could aggregate and 
create AI impact assessments to ensure the least intru-
sive and most explainable models are being used, that 
the data driving models is updated and secure, that bias 
audits are conducted, attestations that the model is only 
being used for its intended purpose are generated, and 
that privacy-friendly technologies are being utilized 
where available. However, we’ve seen a deep sense 
of mistrust emerge in the past few years about the 
AI work of the private sector (e.g., Facebook and 
Cambridge Analytics), and it is unlikely that self-
regulation, similar to what has been put in place for 
Payment Card Industry Data Security Standard (PCI 
DSS) compliance, will be sufficient to ensure trust. 

We may also want to rethink the appropriateness or 
speed of developing artificial general intelligence (AGI). 
Similar to the trend in privacy to not collect or use more 
personal information than is necessary to perform the 
intended function, AI might, for now, be as limited in 
scope as possible to perform the intended result. Such 
narrower applications of AI will help create success 
stories while limiting risks, helping generate society’s 
understanding of what AI can and cannot do and 
therefore enabling us to trust the technology and 
reap its benefits. 
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Artificial intelligence (AI) and machine learning (ML) 
technologies have progressed significantly and rapidly 
in the past few years. Almost every sector, including 
education and training, is being influenced by these 
technologies.  

Until about 10 years ago, the education sector had not 
embraced AI because it lacked the required level of 
digitalization. Today, the education sector is witnessing 
a massive transformation from “chalk-and-talk” class-
rooms to “click-and-learn” digital environments. As 
education and learning become predominantly digital, 
there are opportunities to enhance them through AI 
and other technologies, such as augmented reality (AR), 
virtual reality (VR), and cloud computing. According to 
a report from Research and Markets, the AI market in 
the education sector is estimated to reach US $3.68 
billion by 2023 and $5.8 billion by 2025. The report 
predicts the education sector to grow at a CAGR of 
nearly 48% during the period 2018-2022.1 

In this article, we discuss how AI impacts the teaching 
and learning experience and the quality of education. 
We discuss an AI technology stack that can be applied 
to various educational processes and provide a sum-
mary of AI applications and platforms, along with their 
key features. We also look at why a cautious approach 
is best when adopting AI technology for education. 

Impact of AI in Education 
AI-based learning platforms are being used to person-
alize curriculum, content, online classes, and learning 
assessments. This is having a positive effect on students, 

teachers, educational institutions, and business 
professionals in various ways: 

• Students receive adaptive, personalized lessons that 
help them more easily understand complex concepts, 
along with customized assessments that identify their 
competencies and learning gaps.  

• Educators gain deeper insights into students’ 
learning styles, helping them analyze student 
performance and knowledge gaps and follow  
data-driven teaching methods.  

• Teachers improve their efficiency by automating 
managerial activities like assessments.  

• Institutions can offer higher-quality, more affordable 
education and achieve better student retention, 
thanks to the scale of online education.  

• Business professionals can improve their skills and 
explore new knowledge areas. 

AI is helping educators create and curate customizable 
digital content that lets grade school and higher ed 
students learn in a more personalized way using 
skill mapping and microlearning. Using AI-powered 
learning paths, platforms like Coursera and edX offer 
courses aimed at both students and professionals 
worldwide. With on-demand digital education, stu-
dents and professionals gain knowledge and skills at 
their convenience and on their own timeline.  

As students access digital content, educators get real-
time feedback on each student’s knowledge gaps and 
areas of difficulty. AI systems also help educators create 
personalized learning paths for students. AI-fueled 
analyses provide detailed information about where 
students are failing and, more importantly, why they 
are failing. 

Intelligent assistants and autonomous chatbots provide 
assistance to students, reinforcing the concepts being 
taught, and they can challenge students with micro-
tasks. At the higher education and research level, AI-
based graphics processing units like those from Nvidia 
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provide cost-effective, efficient hardware and software 
stacks for high-performance computing. This infra-
structure equips graduate students and researchers to 
accelerate AI-based research in various scientific fields.  

AI is helping educators reduce the amount of time they 
spend planning, scheduling, and doing managerial 
tasks. AI facilitates automation in student admissions, 
monitoring and alerting about student absenteeism, 
budgeting, HR management, and parent interactions. 
In general, it enhances learning outcomes, productivity, 
and employee engagement in corporate learning and 
training. AI-powered personalized training, digital 
learning assistants, data-driven insights, and feedback 
are proving effective for both employees and organi-
zations. Students tend to dislike learning through 
reinforcement (learning from failure); using gami-
fication, AI-powered educational platforms allow 
and even encourage students to explore and learn 
from failures.  

Here are the key benefits that AI-based education offers 
over traditional instruction modes: 

• Adaptive and gamified learning 

• Automated content preparation and curation 

• Efficient proctoring and automated assessment 

• Analytics-driven student performance analysis 

• Adaptive team formation and collaboration 

• Personalized skills development and competency 
building for professionals 

• Skills enhancement, including language, 
comprehension, critical thinking, and 
problem solving  

• Tutoring and mentoring 

• Immersive learning 

A number of AI technologies are being applied in 
education to achieve these advances. Table 1 provides 
a brief summary of the technology stack. 

AI-Powered Educational Platforms 
Many AI-powered educational platforms and appli-
cations are now available to help educators leverage AI. 
We’ve grouped these platforms based on their features 

to create Tables 2-9, of which applications, listed in no 
particular order, enable these functions: 

• Adaptive and personalized learning  

• Content preparation  

• Proctoring and assessment  

• Online learning and immersive learning  
through AR/VR 

• Language learning  

• Coding and robotics 

• Tutoring and mentoring  

• Management and scheduling 

The platforms in Table 2 use AI to analyze the knowl-
edge gaps in learning and offer personalized learning 
paths to the students. Some of them provide insights 
into why these learning gaps arise and create recom-
mendations for educators. 

Creating lesson content and study materials for the 
students is an important task. AI is helping educators 
create and curate content from multiple sources. Table 3 
briefly describes a few AI-powered educational plat-
forms designed to assist with content preparation.  

Learning assessments and grading are essential 
educational processes. AI-based tools are helping 
educators conduct learning assessments and gain 
insights into student learning gaps. Table 4 highlights 
a few such platforms. 

Online learning platforms leverage AI technology to 
personalize learning paths and understand gaps in 
learning and teaching. AR/VR-assisted learning plat-
forms provide an immersive learning experience that 
can lead to a richer understanding of complex con-
cepts. These AI-powered platforms allow educators to 
understand and analyze students’ cognitive responses 
during the learning process. Table 5 presents some of 
these tools. 

AI is helping educators reduce the amount  
of time they spend planning, scheduling,  
and doing managerial tasks.  
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Table 1 — Technology application in education. 
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Table 2 — AI-powered educational platforms for adaptive and personalized learning. 
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Table 3 — AI-powered educational platforms for content preparation.  

Table 4 — AI-powered educational platforms for proctoring and assessment. 
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Table 5 — AI-powered educational platforms for online learning and immersive learning through AR/VR. 

Table 6 — AI-powered educational platforms for language learning. 
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Table 7 — AI-powered educational platforms for coding and robotics. 

Table 8 — AI-powered educational platforms for tutoring and mentoring. 

Table 9 — AI-powered educational platforms for management and scheduling. 
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Several AI powered platforms aim to help students 
learn languages and improve their communication 
skills. Some of them help educators improve their 
course materials. Table 6 offers a brief summary of a 
few such platforms.  

There are few AI-based platforms that teach students 
coding, programming, and basic robotics. Table 7 
highlights a handful of platforms.  

There are several AI-powered platforms that assist 
students by providing personalized tutoring. Some of 
these platforms use gaming principles. Table 8 
illustrates some platforms.  

In addition to teaching and learning, AI-based solutions 
can assist institutes with management and resource 
utilization. Table 9 provides a brief summary of two 
such platforms.  

Final Thoughts 
AI’s adoption by the education sector is in a nascent 
stage, with vast opportunities for growth as technol-
ogies and solutions mature. There are some caveats, 
however. 

First, machine interaction should not take the place 
of human interaction, and we should not ignore the 
importance of soft skills, such as peer interaction, 
teamwork, and collaborative learning.  

Second, there are ethical aspects of AI to be addressed, 
including bias and the potential for discrimination. 
There is evidence of human biases in data annotations 
that result in biased AI algorithms. The amount of data 
and training data sets is limited in the education sector, 
so reducing algorithmic biases in educational 
applications can be challenging.  

Finally, there’s a need for extensive research on the 
effects of the pedagogy, instructional models, and 
learning paths within online learning applications 
on the overall development of student learning.  

Aspects such as empathy, experiences, use case 
identification, student motivation, role-model pursuit, 
personal interactions, and cognitive connections are all 
important and cannot be taught by algorithms. AI’s role 
should be to assist educators, not replace them, while 
helping students learn more efficiently.  
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Technology is not the solution to all our problems, but 
artificial intelligence (AI) does have the potential to 
transform the way we conduct our everyday lives. 
Which begs the question: just how powerful are today’s 
AI solutions, and which areas are showing the most 
promise? The answer lies in five interesting AI trends 
and how that technology is being slotted into real-world 
use. It also lies in several AI projects aimed at helping 
the environment and how similar efforts might be used 
to improve healthcare. 

5 AI Trends: 2021 and Beyond 

1. Composite AI 
Composite AI involves combining multiple AI 
techniques to achieve a better outcome. For example, 
graph-accelerated machine learning (ML) helps 
optimize AI models and speed up AI processes.1  

There are three steps to building graph-accelerated ML 
models: 

1. Aggregate data from a variety of sources using a 
tool such as Apache Spark (open source). 

2. Build out the graph and view possible data 
relationships using a graph database tool such 
as Neo4j. 

3. Send the completed graph to the ML pipeline. 

Leading organizations like Amazon, Google, and 
Facebook are using graph-accelerated ML to develop 
recommendation systems, combinatorial optimization, 
and computer imaging, respectively.2 The context that 
graphs can add to AI applications means we’re likely to 
see an increase in roles like graph AI engineer, ontology 
engineer, and AI ethicist in the near future. 

Here are a few use cases for data science graphs: 

• Query-based knowledge graphs 

 AstraZeneca uses knowledge graphs to build its 
understanding of disease.3 

 NASA uses knowledge graphs to extract 
knowledge from its Lessons Learned database.4 

• Query-based feature engineering 

 Hetionet is an open source heterogeneous 
information network of biomedical knowledge. 
It uses query-based feature engineering to help 
scientists predict whether a compound will have 
an effect on a disease, helping them explore new 
uses for existing drugs.5 

• Graph embeddings 

 Amazon’s DGL-KE helps make knowledge graph 
embeddings easier to use.6 

• Graph neural networks 

 Twitter uses Fabula AI to detect social network 
manipulation.7  

 Alibaba leverages AliGraph for e-commerce 
recommendations.8 

 Uber Eats uses GraphSAGE for recommending 
dishes and restaurants to users.9 

 Google Maps leverages DeepMind to improve 
Google Maps services recommendations.10 

2. Generative AI 
Generative AI refers to the technique of generating 
new sample data (picture, voice, or text) from a training 
data set. The model looks at a sample training data set 
to evaluate how it was created and uses the probability 
distribution to generate completely new samples. 
For example, given a set of images of people’s faces, 
a generative model can create photos of imaginary 
people by inferring from the probability distribution 
of the training data set. 

There are two neural networks involved in this process. 
One is called the “generator”; the other is the “discrim-
inator.” During training, the generator creates the fake 
data, and the discriminator classifies it as fake. The 
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generator iteratively improves the quality of the fake 
data until the discriminator identifies the fake content 
as real.  

Here are some generative AI use cases: 

• Dental restoration. Generative AI can be used to 
design dental crowns, improving fit and reducing 
the number of times the patient must visit the dentist 
during the process. 

• Life support. A NASA contractor used this technique 
to optimize the design of astronauts’ life support 
backpacks. The design engine allowed the engineer-
ing team to explore multiple options that fit within 
the project’s defined constraints to generate the most 
effective design.11 

• Improve space medicine. NASA scientists developed 
a way to use AI-synthesized biosensor data to 
simulate potential health conditions that could 
impact astronauts.12 

• Automated videos. Reuters worked with AI startup 
Synthesia to create a fully automated presenter-led 
sports news summary system.13 

The downside of generative AI is its potential use by 
hackers and other bad actors. For example, the CEO of 
a UK energy company transferred money to a supplier 
based on a phone call in which he believed he was 
talking to his boss at the firm’s parent company.14  

To prevent this type of crime, organizations will need 
tools such as Microsoft Video Authenticator, which can 
help users detect manipulated photos and videos.15 

3. Edge AI 
Smart devices are expected to generate as much as 175 
zettabytes of data by 2025.16 This volume will create 
challenges for cloud storage, data transmission, and 
data processing. 

Edge computing eases this burden and lowers latency 
by bringing storage and processing closer to the 
location where it’s needed. The data generated still 
needs to be analyzed, of course, so AI capabilities are 
being developed and hosted on local edge servers.  

5G networking will be needed to support these con-
nections. Although still in its nascent stage, 5G will 
mature considerably and become mainstream in 
the next five years or so. The combination of edge 
computing, edge cloud, 5G, AI, and open source will 
drive advanced solutions just now being considered. 

Edge AI has four domains: 

1. Edge caching 

2. Edge training 

3. Edge inference 

4. Edge offloading 

Table 1 describes the most common edge use cases and 
the edge domains associated with them. 

The biggest challenge in developing edge AI solutions 
is achieving high performance, given the constraints of 
today’s Internet of Things devices. The next challenge 
is scaling complex applications. For example, hundreds 
of cameras and sensor nodes can be installed in a city 
setting, but scaling the edge solution in such a setup is 
complex. To address these challenges, researchers have 
proposed a combination of specialization design meth-
ods (on-device training, software design, hardware 
design, automation) and co-design methods (software/

Table 1 — Common edge use cases and the edge domains associated with them. 

The downside of generative AI is its potential 
use by hackers and other bad actors.  
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hardware co-design, software/compiler co-design, 
hardware/compiler co-design). 

Technical guidelines around privacy, security, and 
environmental considerations for future developments 
in edge AI are also in the exploratory stage. 

4. Artificial General Intelligence 
Currently, AI solutions are fairly narrow. For example, 
the AI designed for self-driving cars can’t be used to 
drive a truck or motorcycle. To get to the next level, AI 
must be able to educate itself and learn like humans, a 
characteristic usually referred to as artificial general 
intelligence (AGI). (AI that can surpass human intel-
ligence is referred to as artificial superintelligence.) 
Table 2 shows the three stages of AI development.  

In its simplest form, AGI consists of thousands of ML 
models working together to solve a complex problem. 
AGI is all about building a human-like system. Indeed, 
the AI solutions we see today are not really AI; they 
don’t have flexible, general-purpose intelligence. 

However, there are some interesting developments in 
this area. Given the pace of development in the last 
decade, futurist Ray Kurzweil predicts we’re about 10 
years away from AGI. Kurzweil predicts AGI will likely 
pass a valid Turing test by 2029 and surpass human 
intelligence by 2045.17 

The most prominent AGI systems right now are 
OpenNARS, OpenCog, and AERA: 

• OpenNARS (Open Non-Axiomatic Reasoning 
System) is an open source, general-purpose AI 
system that focuses on building a thinking machine. 

• OpenCog is an open source project focused on 
building AGI capabilities that are equivalent to, 
or better than, human capabilities. It is novel 
architecture for AGI, based on a hypergraph 
knowledge store called AtomSpace. 

• AERA (auto-catalytic endogenous reflective 
architecture) demonstrates numerous operational 
features necessary to achieve AGI using domain-
independent learning, cumulative incremental 
learning, transfer learning, time-sensitive resource 
management, and long-term scalability. 

On the corporate side, Microsoft is working with 
OpenAI to develop human-like solutions, and Google 
DeepMind is working to advance AGI. 

5. AI and Coding 
AI has some interesting roles to play in coding. The first 
is in finding and fixing human errors in code to help 
products get to market faster and with fewer problems. 
This approach frees up engineers to work on context-
ualization, customization, and problems involving deep 
logic requiring human intervention. Here are some 
examples: 

1. SketchAdapt is a framework developed by MIT 
that combines pattern matching and symbolic 
search techniques to generate high-level program 
structure and low-level detailed coding. An MIT 
study found the framework performs better than 
Microsoft DeepCoder.18 

2. Code processing tools like Eclipse and Visual 
Studio have built-in language models that can help 
engineers by proposing pluggable code snippets. 
The problem is that these tools don’t currently 
guard against hackers injecting variables into 
the snippets that can harm the application in 
production. IBM and MIT co-developed a tool 
that can spot the weak points in the code generated 
by code processing tools and ensure robustness 
against adversarial attacks.19  

3. Intel worked with MIT and the Georgia Institute 
of Technology to develop an automated engine 
that can improve engineering productivity by 

Table 2 — The three stages of AI development. 
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learning what the code is trying to accomplish 
and providing recommendations for optimal ways 
to get to the goal.20  

The second role for AI is in no-code platforms that 
allow citizen developers to create apps on their own, 
without IT. Google, Apple, Microsoft, and Amazon all 
rolled out no-code AI solutions between 2017 and 2020, 
and 12 coding/AI-related venture capital–backed com-
panies received funding in 2020 (amounts ranged from 
US $2 million to $750 million).21 

How AI Helps the Environment 
In 2015, the United Nations set forth a series of 
Sustainability Development Goals (SDGs) intended to 
“achieve a better and more sustainable future for all.”22 
Digital technology will be critical to meeting those 
goals, and AI has the potential to dramatically speed up 
their delivery. AI can accelerate the pace of delivering 
SDG goals at scale. Here are two examples: 

1. Google. AI applications in the area of wind and 
solar power from Google DeepMind is a step 
change toward renewable energy goals. In 2019, 
Google launched an accelerator program that 
supports tech startups that support SDG goals.23 

2. Microsoft. Glacier melting is directly related to 
climate change, perhaps today’s most pressing 
global concern. Microsoft’s AI for Good Research 
Lab is working with several organizations to 
understand the extent of glacier melting in the 
Himalayas and how to minimize its impact.24 
Microsoft has also outlined plans to further align 
its technology initiatives to SDGs.25  

These efforts are excellent first steps, but there’s a great 
deal of work still to be done to harness the power of 
AI in addressing environmental issues. For example, 
McKinsey analyzed 160 AI social-impact use cases and 
identified 10 domains where adding AI could have a 
significant impact.26 Unfortunately, the framework 
includes only one use case in life below water and two 
use cases across affordable and clean energy and clean 
water and sanitation. That leaves multiple SDGs still 
needing to be looked at from an AI-application 
perspective. 

Here are some potential environmental use cases 
identified in a 2020 workshop hosted by Stanford 
University’s Institute for Human-Centered AI (HAI):27 

• Use satellite tracking and digital data streams to 
identify ships involved in human trafficking. 

• Create food-choice recommendations to enable 
consumers to help protect the environment. 

• Determine optimal water allocation based on 
environmental constraints. 

• Optimize agriculture returns through early detection 
of crop disease and other issues. 

Unprecedented collaboration between academia, 
corporations, and governments is needed to accelerate 
the use of AI to solve our environmental challenges. 

How AI Could Aid Healthcare 
There’s an enormous potential for AI in patient care. 
One example is intelligent equipment logistics, some-
thing that would have been extremely useful during 
the pandemic when hospital beds, oxygen tanks, 
and respirators were in short supply. Many of these 
resources could have been moved from place to place 
as cases spiked if better and more integrated logistics 
systems were available. Human resources like 
physicians and nurses could have been tracked and 
“allocated” nationwide rather than every healthcare 
system having to grapple with staffing shortages on 
their own. Vaccines could also be expedited more 
efficiently using AI systems. Indeed, during the 
spring 2021 COVID outbreak in India, several startups 
began piloting conversational AI solutions aimed at 
improving logistics.28 

Home care is another example of an area that’s 
especially important as populations age. Systems that 
combine sensors (monitoring blood pressure, blood 
sugar levels, etc.) with intelligent analytics could be 
used to create better outcomes for home-bound patients, 
not to mention the boon they’d be to home health 
workers and family caregivers. Likewise, today’s 

Unprecedented collaboration between  
academia, corporations, and governments 
is needed to accelerate the use of AI to solve 
our environmental challenges. 
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telemedicine solutions are fairly simplistic and could 
be developed into interactive solutions for virtual care 
using AI. 

The pharmaceutical industry can also benefit from 
AI, as demonstrated by AI startup PostEra, which 
organized COVID Moonshot.29 This crowdsourced 
initiative invited submitted drug designs, used its ML 
tools to determine which ones should be tested, and 
arrived at a potential antiviral in 48 hours, a task that 
would have taken weeks using traditional methods.  

Recent AI Developments  
If there are any doubts about the potential for AI to 
permanently change our lives, we have only to look 
at the most recent technology developments. To close 
out this article, here are just a few: 

1. Facebook AI recently made public a data set con-
sisting of 45,186 videos of 3,011 humans having 
conversations. The tool is expected to help 
researchers better understand racial bias in 
technology and explore solutions to ensure 
fairness in AI.30  

2. Facebook also released a recommendation system 
that uses 12 trillion parameters to speed AI-model 
training time by 40x.31 

3. Waymo (formerly Google’s self-driving car 
program) has released what it calls the largest 
interactive data set yet released for research into 
behavior prediction and motion forecasting for 
autonomous driving.32 

4. GPT-3 and Eleuther, both open source language 
algorithms, are capable of writing coherent articles 
in English when given a text prompt.33 

Disclaimer: The ideas expressed in this article are based on the author’s 
industry experience. Wipro does not subscribe to the substance, 
veracity, or truthfulness of said opinion. 
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