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Driven by several converging and complementary
factors, cloud computing is advancing as an IT service
delivery model at a staggering pace. It is also causing
a paradigm shift in the way we deliver and use IT. Its
transformational potential is huge and impressive, and
consequently cloud computing is being adopted by

a spectrum of stakeholders — individual users, busi-
nesses, educational institutions, governments, and
community organizations. It is also helping to close
the digital (information) divide.

In order to successfully and fully embrace the promise
of clouds, adopters must, of course, use one or more

of the three foundational cloud services — software as
a service (SaaS), infrastructure as a service (IaaS), and
platform as a service (PaaS). But they must also address
several other related factors, including security, pri-
vacy, user access management, compliance require-
ments, business continuity, and more. Furthermore,
would-be adopters may have to use services from more
than one service provider, aggregate those services, and
integrate them with each other and with the organiza-
tion’s legacy applications/systems. Thus they need to
architect a cloud-based system to meet their specific
requirements. But special skills and experience are
needed to do all this — skills that many cloud adopters
wouldn’t have.

To assist them in their transition to clouds and to allow
them to focus on their core business, a cloud ecosystem
is emerging that aims to offer a spectrum of new cloud
services, including support services that augment, com-
plement, and assist the popular SaaS, IaaS, and PaaS
offerings. Investors, corporations, and startups are
eagerly investing in promising cloud computing
technologies and services in both developed and
developing economies.

What are these new cloud services, and what are their
business models? Who is offering them, and how do
we evaluate them? How can cloud adopters leverage
and benefit from these services? How will the cloud
ecosystem emerge in the next five years? These are
some of the key questions facing IT professionals,
cloud adopters, and business executives.

Get The Cutter Edge free: www.cutter.com

by San Murugesan, Guest Editor

Opening Statement

A BIGGER CLOUD ECOSYSTEM IS ON ITS WAY

The cloud ecosystem has begun to evolve to provide

a vast array of services that support and aid in deploy-
ment of cloud-based solutions for a variety of applica-
tions across many different domains. Further new types
of cloud deployment, new models that deliver value-
added services, and new costing and business models
are on the horizon. Besides cloud service providers and
users, many new players that perform niche roles are
getting into the cloud arena. Cloud-based applications
are being widely adopted by individuals and businesses
in developed countries, and even more so in developing
economies such as India, South Africa, and China.
Governments in many countries are promoting adop-
tion of clouds by businesses, particularly micro, small,
and medium enterprises, as well as individuals. As a
result, a new bigger cloud ecosystem is emerging.

Besides cloud service providers and users,
many new players that perform niche roles
are getting into the cloud arena.

A current snapshot of the cloud ecosystem reveals:

» Cloud services. Besides the three foundational cloud
services (SaaS, IaaS, and PaaS), new services include
data as a service, desktop as a service, security as a
service, APIs as a service, backup as a service, dis-
aster recovery as a service, storage as a service, test
environment as a service, testing as a service, data
analytics as a service, and science as a service.

= Cloud delivery models. These models include
public clouds, private clouds, hybrid clouds, com-
munity clouds, personal clouds, multi-tiered clouds,
mega clouds (clouds of clouds), and microclouds.

= Cloud players. Among these players are cloud
service providers, cloud service users, cloud
enablers, cloud aggregators, cloud brokers, cloud
auditors, cloud regulators, professional and industry
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associations promoting and developing cloud stan-
dards, governments, cloud training providers, and
educators and researchers.

The cloud ecosystem is poised to become bigger, more
powerful, and more versatile. Clouds are becoming the
“new normal.”?

Invariably, the terms and conditions of cloud
services are enforced (dictated) by the service
providers and are distinctly provider-centric.

IN THIS ISSUE

To provide a glimpse of the emerging cloud ecosystem
and the issues surrounding it, we present four articles
in this issue that focus, in turn, on PaaS-laaS integration,
intrusion detection as a service (IDaaS), user-centric
cloud service agreements, and the realization of an
interoperable cloud ecosystem.

Integrated PaaS: A Game Changer?

Our first author, Beth Cohen, leads a consulting practice
in IT infrastructure strategy. In her article, Cohen high-
lights the role of PaaS in developing and delivering
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applications better, faster, and cheaper and discusses
the need for — and the benefits of — integrating PaaS
with underlying IaaS cloud infrastructures. She also
presents a good overview of the PaaS market, compares
the key features of popular PaaS platforms, and outlines
currently available integrated PaaS/IaaS tools. As
development tools become easier to deploy and use on
the clouds, Cohen argues, a bright future awaits for
PaaS, with widespread adoption by both established
enterprises and startups. Will integrated PaaS be a game
changer for many businesses that need to maximize the
benefits of cloud architectures? She believes it is likely.

Securing the Clouds: Intrusion Detection as a Service

Security of data and applications in the clouds contin-
ues to be a key concern for cloud users and regulatory
agencies, and intrusion detection within the cloud envi-
ronment is a major challenge for security analysts and
cloud users. Intrusion detection systems (IDSs) have
come to the rescue in many attacks, and our second
article addresses the challenges involved in deploying
an IDS. In their article, John P Veigas and K Chandra
Sekaran of the National Institute of Technology
Karnataka, India, present a brief overview of IDSs

in general and in the cloud. They highlight major
ongoing developments in this area, as well as their
limitations. They then introduce “a framework for

an intrusion detection and reporting service for cloud
consumers based on the type of application and con-
sumer’s security needs” and walk us through their
proof-of-concept.

The User-Centered Cloud SLA: Making It a Reality

When organizations consider adopting cloud services,
they have legitimate concerns relating to performance,
availability, privacy, disaster recovery, and notification
of failures, and they want to know how they can ensure
that these aspects are adequately addressed. Invariably,
the terms and conditions of cloud services are enforced
(dictated) by the service providers and are distinctly
provider-centric. Users typically have very little say on
these terms and conditions and must simply take them
as given. Cutter Senior Consultant Claude Baudoin
discusses this important and often neglected facet of
cloud computing in our third article, “Cloud Ecology:
Surviving in the Jungle.” Briefly outlining the roles of
the five key actors in the cloud ecosystem (as defined
in the NIST Cloud Computing Reference Architecture),
Baudoin highlights the drawbacks of current provider-
biased contractual agreements. In an effort to achieve a
better balance, and drawing on the findings of a Cloud
Standards Customer Council (CSCC) working group,
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he discusses what cloud users must request from
providers. These needs range from clear document
names and unambiguous expression of commitments
to mutual agreement about auditing mechanisms.
Baudoin’s recommendations will help ensure that
cloud consumers “don’t get eaten alive, or at least [can]
put up a good fight.”

Enabling an Interoperable Cloud Ecosystem

As we begin to use clouds for a variety of applications
across many different domains, their seamless use and
transparent integration become essential requirements.
To realize such an ecosystem, of course, much work
remains to be done by ecosystem participants, and this
demands good will, collaboration, and coordination
among them. In our final article, Kathy Grise, Future
Directions Senior Program Director with IEEE, offers
recommendations to industry participants on what
approaches and steps they must take to facilitate the
cloud ecosystem’s evolution if we are to realize this
grand vision of interoperable clouds. She also empha-
sizes that the promise of the “interoperable cloud
ecosystem is broad and pervades industries of all types,
from the smart grid to the life sciences and beyond.”
As Grise points out, with the realization of this vision,
a new era of cloud innovation and competition will
emerge.

PARTING THOUGHTS

While hailing the features of current and potential new
cloud services that help users adopt and tailor the ser-
vices they use according to their needs, it is important
to recognize that the new interlinked cloud ecosystem
presents several challenges and concerns — particularly
those relating to interoperability, the quality of service
of the entire cloud chain, compliance, security and
privacy of data, access control and management, the
impact of service failures, and more. All these issues
need to be addressed innovatively, and this calls for
collaboration among various players in the cloud
ecosystem, as Grise suggests. The good news is that
investors, established corporations, and startups are
eagerly investing in promising cloud computing tech-
nologies and services and are willing to collaborate (to
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an extent) to raise clouds to new heights. We hope

to soon see a brighter, bigger, more collaborative cloud
ecosystem that benefits all of its stakeholders and
society at large.

This issue of Cutter IT Journal presents just a glimpse of
this future cloud ecosystem. Innovations in technology,
service delivery, and business models are needed to
make further inroads and embrace the cloud ecosys-
tem’s untapped potential. Cloud service providers, the
IT industry, professional and industry associations, gov-
ernments, and IT professionals all have a role to play in
shaping, fostering, and harnessing the full potential of
the emerging cloud ecosystem. I hope this issue kindles
all of our thinking and helps to make the grand vision
of an all-encompassing, interoperable, collaborative
cloud ecosystem a reality in the near future. I invite you
to share your insights, ideas, and concerns about clouds
with me at smurugesan@cutter.com.

ENDNOTES
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Merging laa$S with PaaS$ to Deliver Robust

Development Tools
by Beth Cohen

Building applications in the cloud is supposed to be
easy. Point and click at a few buttons, and you’re done,
right? As many companies have found, however, there
is an enormous gap between the true availability and
maturity of cloud development tools and market hype.
This is not entirely surprising given that the platform
as a service (PaaS) concept is in its infancy. Bundling a
suite of software development tools and layering them
on top of a cloud-based virtual operating system image
was something Microsoft only pioneered with its intro-
duction of Azure in 2010.

Since then, vendors have been scrambling to address
the lack of cloud-optimized tools with a plethora of
emerging PaaS and cloud management products. The
market and the technology are very immature, so these
tools are still fragmented, costly, sophisticated, and
complex. Even so, they are still worth pursuing if they
are integrated into the underlying public or private
cloud infrastructure, as that simplifies deployments
and improves their effectiveness in the application
development lifecycle.

In this article, we will discuss how PaaS is the key to
maximizing the benefits of cloud architectures, allowing
companies to create new business models for delivering
services better, faster, and cheaper. Some of the issues
and solutions we will explore include:

= PaaS tools maturity and the market landscape

s How PaaS can be used to facilitate the cloud software
development lifecycle (SDLC)

= Why PaaS should be integrated into underlying
infrastructure as a service (IaaS) cloud infrastruc-
tures, both public and private

= How PaaS can be used to create new business para-
digms that benefit both business and consumers

Paa$ tools will continue to mature over the next 12-18
months, and companies will soon realize their great
value for speeding application development. Market
pressure will grow to merge PaaS tools into the under-
lying Iaa$S, as users see the simplicity of taking this
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approach for building cloud-based applications. As the
tools become easier to deploy and use, expect a bright
future for PaaS, with widespread adoption in both
established enterprises and emerging companies.

THE STATE OF THE PAAS MARKET

By now everyone from executive management on down
has heard of or is using cloud computing services in
one form or another. There are plenty of good reasons
for the proliferation of cloud services in the enterprise
setting. Unlike consumers and small businesses, which
are often willing to sacrifice features and functionality
in exchange for reduced costs, enterprises expect a full
set of services and tools and are willing to pay for them
— if they can prove their value.

Enterprises are purchasing infrastructure cloud services
to replace their physical data centers not only to reduce
costs (which it certainly does), but also to increase busi-
ness agility and simplify operations. There has been a
rapid adoption of business-focused software as a ser-
vice (SaaS) products such as Salesforce.com for CRM
and Netsuite for ERP in order to improve IT service
delivery and allow for usage elasticity to match fluctu-
ating business cycles. With an estimated US $14.5 bil-
lion in Saa$S sales during 2012 alone (an increase of 17%
from 2011), enterprise cloud service expenditures have
been growing at an exponential clip with no slowdown
in sight.! The added cloud features such as self-service,
tighter role-based access control security, and gover-
nance capabilities are not lost on corporate manage-
ment, which is always looking for ways to improve

IT operational efficiencies and the bottom line.

What is missing from this rosy growth picture are the
Paa$S and cloud management tool suites, sometimes
referred to as cloud orchestration. Adoption of cloud
computing, particularly the ability to develop applica-
tions directly in the cloud by enterprise development
teams, has been held back due to the lack of good
development tools and the kind of comprehensive,
feature-rich suites needed to support an enterprise
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cloud portfolio. The emerging PaaS toolsets have seen
less growth, principally due to their immaturity and
unfamiliarity to consumers of cloud application devel-
opment services, such as application developers and
architects. While the PaaS segment is lagging the rapid
expansion of the overall cloud market, it is poised for
huge growth in the coming year or two.” As the tools
become more standardized, more companies will adopt
them as a viable approach to managing their cloud
application portfolios.

To put things in context, a quick overview of the con-
stantly shifting current PaaS market is in order (see
Table 1). The earliest versions of integrated cloud appli-
cation tools were generally associated with specific ser-
vice providers, specifically Google (App Engine) and
Salesfore.com (Force.com, Heroku). Amazon’s Electric
Beanstalk, another early entrant, is not really considered
a true Paa$; think of it more as a deployment tool for
EC2.° These initial tools were not designed to allow
applications to migrate across clouds, nor were they
ever seen as anything other than tools to attract devel-
opers to a given service provider. One could even argue
that they promoted vendor lock-in rather than easing
application migrations across cloud platforms.

Another consideration is that until very recently, many
of the PaaS options offered limited support for multiple
development languages or environments. For example,
Heroku and Engine Yard are primarily Ruby-based sys-
tems, while CumuLogic offers only a Java environment.
This scenario is rapidly changing, however, as more
PaaS vendors realize that they will need to support the
majority of standard programming environments if they
are to remain viable in the long term. Consequently,
such support is rapidly becoming the norm, as least
among the more established companies.

Microsoft Azure

Microsoft Azure is probably the best example of a fully
integrated PaaS development environment available on
the market today. Since Microsoft pretty much invented
the concept, in many ways it has had the chance to set
the standard for others to aspire to. Azure delivers on
that promise with a rich suite of tools for developing,
testing, building, staging, and deploying cloud appli-
cations. The idea is to allow application developers to
build and deploy applications in the same seamless
environment.

As a technology, Azure has much merit, but as a rival to
Amazon, customers have been less enamored of it. After
vigorous lobbying by its core enterprise customers,

Table 1 — Key Feature Comparison of Paa$S Platforms

Product Supported Technologies Development | Open | API Console
Status Source
AppFog Java, .NET, Node.js, Ruby, PHP, Python Production Yes Yes
AppHarbor .NET Production No REST API No
AWS Elastic Beanstalk Java, .NET, PHP Production No No
CloudBees Java Production No CLI, REST API Yes
Cloud Foundry Groovy/Grails, Java/Spring, .NET, Node.js, Ruby Rails, Sinatra Beta Yes CLI No
Cloudify C++, Chef, Groovy, Java, .NET, Node.js, Ruby, Spring Production Yes CLI, REST API, Web | Yes
Cumulogic Java, Spring Beta Yes REST API Yes
dotCloud Java, Node.js, Perl, PHP, Python, Ruby Production No REST API Yes
Engine Yard Node.js, PHP, Ruby Production No Yes
Google App Engine Java, Python Production No Yes
Heroku Ruby Production No Yes Yes
Jelastic Java, PHP Production No Yes Yes
Microsoft Windows Azure C#, Java, .NET, PHP, Ruby Production No REST API, Storage | No
Red Hat OpenShift Java, Java EE, Node.js, Perl, PHP, Python, Ruby Beta Yes REST API Yes
Relbit MySQL, PHP Beta No REST API Yes
SalesForce Force.com Apex, Visualforce Production No No
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Microsoft tweaked the pricing models and service offer-
ing throughout 2012. In another bow to market pres-
sures, Azure now also supports Red Hat Enterprise
Linux.* If even Microsoft supports the rival operating
system, clearly the market has spoken, and Linux needs
to be part of any serious PaaS toolkit. For now, Azure
seems to be a niche player for serious Windows and
NET shops. Whether it can get back on track and
appeal to a broader audience remains to be seen.

Paa$ has taken great leaps forward since
Microsoft's launch of Azure in 2010, both

in terms of features and market uptake, but
it still has a long way to go.

Linux-Based Offerings

On the Linux side of the house, there are many emerg-
ing options. Cloud Foundry, with the backing of
VMware (which purchased the company in April 2011),
is probably the most widely implemented of the open
source PaaS products. Several vendors have taken the
basic Cloud Foundry platform and added much-needed
enterprise-ready features such as better security models
and extensive support for the software development and
deployment process — see, for example, ActiveState’s
Stackato product. Other products based on the Cloud
Foundry platform and set of APIs include AppFog,
which is using them to build an orchestration layer
across public cloud providers. ActiveState, Tier 3, and
Uhuru Software are all incorporating .NET into their
products to appeal to the Microsoft shops that want to
get out of the Azure ghetto. Janakiram MSV, chief editor
of CloudStory.in, stirred up much controversy when he
announced in August 2012 that Cloud Foundry was on
its way to becoming the de facto PaaS standard.” That
seems a bit premature given that the entire PaaS market
is only about two years old, but Cloud Foundry plainly
has a growing fan base.

I should also mention Red Hat’s OpenShift, designed
to appeal to those in the company’s core enterprise
customer base that want to use open source but like the
traditional vendor support model. Just moving out of
beta, the environment looks promising. OpenShift has
a nice mix of rich development tools and some cloud
and image management utilities wrapped around them,
but it will be a while before the rough edges have been
knocked off. Time will tell whether Red Hat can make
up for its late market entry with a more advanced
platform.

CUTTER IT JOURNAL March 2013

And the Rest

Moving on to the second-tier vendors with less enter-
prise name recognition, CloudBees has gotten lots of
buzz with its Java-based offering. They and others such
as CumulLogic, FeedHenry, and AppsFirst offer more
affordable PaaS platforms in various flavors designed to
appeal to emerging companies that are primarily build-
ing their applications directly in the public cloud. These
tools are sold using the SaaS model, without the orches-
tration layers and other management features that are
included in more integrated packages. AppsFirst does
have some nice built-in SDLC tools similar to enterprise
system workflow engines, in addition to some monitor-
ing tools, but they are rudimentary when compared to
the more comprehensive features of a fully integrated
package such as ServiceMesh’s Agility Platform. On the
periphery are a laundry list of startups whose products
may or may not ever see the light of day, such as PHP
Fog, dotCloud, and BitNami, to name just a few that
still have active websites in March 2013.° The race

to grab market share is on, with the number of new
entrants seeming to multiply monthly. The venture
capital (VC) community is actively investing in many
of these nascent companies in hopes of striking it rich
with another Cloud Foundry.

Paa$S has taken great leaps forward since Microsoft’s
launch of Azure in 2010, both in terms of features and
market uptake, but it still has a long way to go. As the
market continues to mature over the next year or so,
expect to see the cycle of consolidation and emerging
new vendors continue to play out. VC companies are
investing in promising opportunities while larger estab-
lished vendors, such as IBM and VMware, are on the
lookout to purchase what they consider the most likely
emerging technologies to incorporate into their cloud
tool portfolios. There are already a few leaders in

the pack that are creating truly integrated PaaS/IaaS
environments, but they might be better categorized as
technology visionaries at this point in the hype cycle.

A PAAS AND IAAS MASHUP

As we can see, the existing available Paa$S tools have
plenty of features that will appeal to any developer
working in a cloud environment, but future PaaS tools
need better coordination across internal and public
cloud environments, fully integrated SDLC orchestra-
tion, and cloud brokering tools rolled into one seamless
package so that companies can take full advantage

of their benefits. Some emerging PaaS vendors are
addressing their customers’ needs more holistically by
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creating products that incorporate a full suite of tools
to provide end-to-end application management, from
idea to staging and on to support of the production
environments. Full integration will help foster better
SDLC and business delivery models by maximizing
architecture abstraction, encouraging standards adop-
tion, and reducing infrastructure complexity and costs.
As cloud tech specialist Dustin Amrhein observes,
“Adopting a converged/integrated approach to IaaS
and Paa$S will not be easy,”” but it should be the
ultimate goal.

Azure would seem to be the poster child for a fully inte-
grated system. As an end-to-end, integrated, Microsoft-
based cloud development platform, Azure can be a very
appealing solution. However, since it has few cloud
infrastructure management tools, little or no access

to the underlying IaaS, and cannot be deployed in a
private cloud, it falls short of what is needed to take

full advantage of cloud computing.

In contrast, the ServiceMesh Agility Platform offering
was originally created as a suite of data center manage-
ment tools similar to IBM Tivoli. It has since been trans-
formed into a full complement of software development,
orchestration, and operational management tools. The
product is designed to be modular so it can be imple-
mented as a company gains confidence in its ability to
deliver value to the development cycle, but the steep
price of entry and complex deployment process make

it a viable option for only the largest enterprise devel-
opment shops.

For companies that are looking for other PaaS/laaS
integrated solutions, the options are more limited.
VMware has vFabric Cloud Application Platform,
which incorporates SpringSource development tools
integrated into the VMware virtualization platform. It
is a great virtualization platform, but the self-service
and automation tools that mark it as a true cloud are
still works in progress. It remains to be seen if VMware
will be able to seamlessly incorporate Cloud Foundry
into its existing infrastructure management toolkits to
round out the suite.

On the open source side of things, initial efforts were
strictly aimed at getting the infrastructure components
right, including the install frameworks. This left a num-
ber of needs unaddressed, including the integration of
Paa$ tools and management tools. The good news is
that the community has now realized the existence of
those gaps and is working to fill them. Moreover, ven-
dors (some of which participate in the open source com-
munity in addition to delivering proprietary products)
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have their own initiatives to address these needs. Here
are a few key examples of this evolution:

= The OpenStack community is actively discussing
how to integrate Paa$S tools into the OpenStack laaS
platform, and a project is underway to support Red
Hat’s Open Source PaaS, OpenShift.

OpenStack continues to lack management tools, but
as the project matures, more tools will emerge to
make deployment easier.

Paa$S vendors, such as ActiveState, are actively work-
ing on integrating their products with OpenStack.

= Cloudscaling has decided to partner with ActiveState
in the Stackato program.

There is growing support for Cloud Foundry by a
number of vendors. For example, Piston Cloud will
be including Cloud Foundry to take advantage of the
latter’s BOSH API project.®

Companies want applications that work,
not just infrastructure that gathers dust in
the data center.

The reason so few integrated products have yet
emerged is the great difficulty in integrating all the
various components into a viable solution. Other
vendors actively working to offer integrated solutions
include IBM with its SmartCloud tool suite and Red
Hat with its Cloudforms, which hopefully will be able
to combine its cloud orchestration management utilities
with OpenShift for the development tools component.
There are a tiny handful of VC-backed companies work-
ing on products that take a more holistic approach to
building tools for cloud infrastructures, but most of
them are still in stealth mode. Given the effort of inte-
grating all the moving parts, it should be interesting to
see what comes out. Table 2 lists the capabilities of the
integrated PaaS/Iaa$S tools available today.

At the end of the day, the contents of the virtual
machine images, service catalogs, and application-
facing tools really do matter. Companies want applica-
tions that work, not just infrastructure that gathers dust
in the data center. Businesses need complementary
IaaS and Paa$S, and the only way to achieve this goal

is to break down the artificial wall between the two
development communities.
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Table 2 — Integrated Paa$S/laaS Tools

Product PaaS Orchestration Cloud SDLC
Broker

IBM SmartCloud X X X

vFabric X X X

ServiceMesh X X X X

Microsoft Windows Azure X X

Red Hat CloudForms X X

At the infrastructure level, expect to see more compre-
hensive suites that roll brokering, orchestration, and
image lifecycle management into one framework. This
simplifies the development-to-production process by
providing more automation and self-service tools than
ever. These new tools benefit the enterprise the most
because they address larger companies’ interest in
building private clouds rather than relying solely on
the public offerings. Private clouds allow companies
the luxury of full control over their environments and
applications. This is a particularly attractive proposition
to companies that have strict security or regulatory
requirements.

On the application side, PaaS offers more SDLC work-
flow, tighter governance and controls of the develop-
ment tools, and more agile tooling for development

and automated testing frameworks. Everyone wins:
developers get the resources they need instantly, busi-
ness can respond faster to demand for new applications,
and IT doesn’t get blamed for holding up the queue.

LEVERAGING PAAS: NEW BUSINESS MODELS

Paa$ as a concept for delivering development tool suites
is compelling. It makes logical sense to focus on the
application development piece by making the infra-
structure component transparent by layering a PaaS on
top of a robust laaS. For most businesses, what really
counts are the applications and how fast they can be
launched to catch the next business opportunity. To
achieve this goal, there is increasing interest in using
cloud-integrated toolsets and platforms that help devel-
opers remain focused on building the applications that,
at the end of the day, are what deliver the goods and
pay the bills.
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PaaS development environments allow savvy compa-
nies to deliver applications more effectively by enforc-
ing development tools standards, making component
reuse simpler by creating a true SOA framework, and
improving the management of the development life-
cycle. These tools can be used to enforce QA processes,
code reviews, operational handoffs from development
to production, and a host of other methods to improve
the messy process of building working software.

Corporate governance and security are also concerns
that can be addressed by an enterprise-grade PaaS

such as ActiveState’s Stackato, which has incorporated

a full role-based account system that allows fine-grained
control over developer and administrative access to the
systems and applications. These types of features are
increasingly becoming a standard part of the PaaS
toolset.

INTEGRATED PAAS: A GAME CHANGER?

A typical enterprise has 3,000-5,000 applications to
manage across its IT portfolio, on top of a tangle of
systems and infrastructure. It is obvious why IT appli-
cation portfolio management is often seen as a costly
nightmare. The PaaS environment and tools can be
used to rationalize a company’s IT portfolios by quickly
identifying the applications that are making the most
impact, thereby reducing the cost of maintaining legacy
systems that are no longer returning value. Many PaaS
tools have capabilities for managing the production
environment as well, with sophisticated rule sets that
can automatically take advantage of the elasticity of the
cloud for applications with spiky usage patterns, such
as a time-reporting application that could expand to
meet “payroll Monday” usage demands. For companies
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that are only leveraging a public cloud provider, a tool
that manages just software development might make
more sense, but often PaaS tools are used not only to
manage development, but also to orchestrate the end-
to-end lifecycle.

Even taking a comprehensive approach to PaaS is not
a panacea; there are barriers that need to be taken into
consideration when contemplating a move to a PaaS
development environment. The available integrated
PaaS tools can be difficult to set up in a corporate envi-
ronment. Often there is an incumbent set of tools that
the development team is already comfortable with.
Depending on the sophistication of the tools being
replaced and the skills of the development team, this
can be an expensive investment for a larger company,
with a payback time measured in years. Another issue
is confusion as to how the integrated products work

at more than one level of the cloud architecture stack,
including infrastructure, platform, and, of course, appli-
cations. In a traditional enterprise IT shop with a high
degree of separation of duties, taking an integrated
approach to application deployment can be a hard sell.

That said, PaaS software development tools are chang-
ing to meet the new demands for automated elasticity,
sophisticated rules engines, orchestration across hetero-
geneous clouds, and support for a different SDLC model.
By adopting a PaaS environment that addresses the need
for cloud-ready tools, a company can respond to market
needs and business objectives far more easily than ever
before.

CONCLUSION

PaaS has come a long way in the past two years, but it
still has a ways to go before it becomes a standard plat-
form for the application development and production
management processes in most companies. Even so,
integrated PaaS is a game changer for many businesses
that need to maximize the benefits of cloud architec-
tures. These tools allow companies to create new busi-
ness models for delivering services better, faster, and
cheaper. To achieve this goal, there needs to be full
integration of the SDLC, orchestration, and cloud
brokering tools.
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Intrusion Detection as a Service (IDaaS$) in an
Open Source Cloud Infrastructure

by John Prakash Veigas and K Chandra Sekaran

Cloud computing processes and stores an organiza-
tion’s sensitive data in a third-party infrastructure.
Monitoring these activities within the cloud environ-
ment is a major task for security analysts and the cloud
consumer. Cloud service providers may suppress the
security threats detected in their infrastructure, hiding
them from consumers. Our goal should be to decouple
intrusion detection system (IDS)-related logic from
individual application business logic and adhere to
service-oriented architecture standards.

In this article, we offer an overview of IDSs and the
work that is being done to adapt them to the cloud. We
then introduce a framework for an intrusion detection
and reporting service for cloud consumers based on
the type of application and the consumer’s security
needs. Cloud consumers can choose the desired signa-
tures from this framework to provide adequate protec-
tion for their applications running in the cloud.

A BRIEF OVERVIEW OF IDSs

Advances in recent decades in the areas of distributed
computing, grid computing, and virtualization tech-
niques have led to the cloud computing industry model,
which delivers everything as a service. Today clients are
capable of running their applications remotely in the
cloud. For cloud users, it is extremely important to feel
comfortable that their data, processes, software, and
applications are running safely in the cloud environ-
ment. As organizations and individuals move their
applications to the cloud, monitoring these applications
for intrusions is a major concern.

An IDS is a software or hardware tool that detects
intrusions into the system being protected. The intru-
sion can occur from inside or outside the network to
which the protected system is connected, and it can be
intentional or accidental. An intrusion is an unautho-
rized or unwanted activity that puts at risk various
security services such as confidentiality, integrity,
and/or availability of the information or computer
resource.
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As shown in Figure 1, the basic architecture of an IDS
consists of three main modules: (1) information collec-
tor module, (2) analysis and detection module, and (3)
response module.' The information collector module
contains information extractor and event generator
submodules. As its name implies, the information
extractor extracts information from the raw data, which
it then passes to the event generator. The raw data can
come from the operating system, network traffic, or an
application-generated log. The event generator creates
the events for the analysis and detection module, which
contains analyzer, system information, detection, and
policy submodules. The analyzer analyzes the events
with system information and passes them to the detec-
tion module, which matches the traffic with the rule
sets in the policy repository. Suspicious traffic will

be moved from the detection module to the response
module for appropriate action. A log will be generated,
and the response module will generate the alert.

Enterprises can use IDSs to detect and identify unautho-
rized use of computing resources and computer net-
works with a large number of nodes. In a traditional IDS,
due to the static nature of the monitored systems, the
policies tend to be static since the node groups have
stable requirements that have been identified over time.
Traditional IDSs do not have a facility to perform selec-
tive and dynamic update of intrusion signatures in the
cloud, where consumer applications reside.

According to NIST, IDS technologies are primarily cate-
gorized by the types of monitored events and the ways
in which they are deployed:*

1. Network-based — monitors particular network
segment traffic or devices and performs network
analysis to identify suspicious activities

2. Wireless — monitors wireless network traffic and
performs network analysis to identify suspicious
activities

3. Network behavior analysis — identifies unusual
traffic flows and network policy violations
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Figure 1 — Basic architecture of an IDS.

4. Host-based — monitors and analyzes features of a
single host and the events occurring within that host
for suspicious activity

In the last two decades, researchers have conducted
many studies on technologies, architectures, and
methodologies that can increase IDS effectiveness.”*
We will discuss some of these now.

IDSs IN THE CLOUD

To address the issue of intrusion detection within cloud
computing environments, multiple research efforts are
being carried out. These efforts can be divided between
those that detect intrusions against the cloud itself and
those that detect attacks targeting individual machines
inside the cloud.

Amongst the different published works in this field,
Kleber Vieira and his colleagues at the Federal
University of Santa Catarina, Brazil, have proposed the
Grid and Cloud Computing Intrusion Detection System
(GCCIDS),” which is designed as an audit system for
attacks that the networks and hosts cannot detect. Each
node of the GCCIDS identifies local events that could
represent security violations and alerts the other nodes.
Each individual IDS cooperatively participates in intru-
sion detection. The system is designed for the purpose
of detecting intrusions against the cloud and is not
intended for use by clients, nor can the protection

be customized by the cloud’s clients. Therefore,

the GCCIDS doesn’t support the requirements of

a subscription-based intrusion detection service.
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Amir Vahid Dastjerdi from the University of Melbourne
and Kamalrulnizam Abu Bakar and Sayed Gholam
Hassan Tabatabaei from the Universiti Teknologi
Malaysia have applied an agent-based IDS as a security
solution for the cloud.® The model they propose is an
enhancement of the Distributed Intrusion Detection
System Using Mobile Agents.” The model basically works
by sending an investigative task-specific mobile agent to
every virtual host that has generated the same type of
alert. The mobile agents can then help to verify attacks
and later assist in banning the compromised virtual
machines (VMs) and separating them from the network.
The system is mainly designed to protect the network’s
resources and cannot be customized as a service.

Aman Bakshi and Yogesh B. Dujodwala from SRM
University, India, have proposed another cloud intru-
sion detection solution;® its main concern is to protect
the cloud from distributed denial-of-service (DDoS)
attacks. The model uses an installed IDS on the virtual
switch, and when a DDoS attack is detected, the attack-
ing network gets blocked and the victim server is trans-
ferred to another virtual server. This solution blocks
future connections from the attackers and redirects
legitimate users to the new virtual server. As stated
above, the model helps to protect the cloud itself, not
the cloud clients, who in turn don’t have any kind of
authority over the IDS being used.

Researchers from Multimedia University Malaysia,
Chan Gaik Yee and his colleagues,’ have proposed

an IDS designed specifically to detect SOAP/XML/
SQL-related intrusions against Web services. The Web
service they suggest cannot be controlled by consumers
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and aims at protecting the Web service itself. Thus we
can consider this another IDS designed to protect the
cloud, which is usually the location where Web services
are hosted.

Perhaps the most relevant research is the work of
Sebastian Roschke, Feng Cheng, and Christoph Meinel
of the Hasso-Plattner-Institute (HPI) and University of
Potsdam,'” who have proposed an intrusion detection
Web service based on the VM-based IDS." These
researchers have developed a general Web service

for intrusion detection, which consists of separate IDS
sensors (which can be from different vendors) for each
virtual host. To enable the collection and correlations
of alerts from the different IDS implementations, an
“event gatherer” works as a medium for standardizing
the output from the various sensors as well as realizing
the logical communication. Cloud users can have access
to both the applications and the IDS sensors. They can
access the sensors, configure or modify IDS rule sets,
modify detection thresholds, and review the alerts. As
promising as this sounds, though, a Web service based
on the VM-IDS approach is not preferred for two rea-
sons. The first is the large consumption of computing
resources, since every virtual application, platform, or
host needs a separate VM-based IDS. The second is that
it can be dangerous to allow users to fully control and
manage the IDS hosts, as a user may turn out to be
malicious.

Another recent and significant contribution to this field
is the work of Claudio Mazzariello, Roberto Bifulco, and
Roberto Canonico of the University of Napoli Federico
II, Italy,'” who have proposed a model for detecting DoS
attacks against the Session Initiation Protocol (SIP). The
model is limited to detecting SIP flooding attacks and
falls primarily into the category of IDSs designed

to protect the cloud itself.

Hisham A. Kholidy and Fabrizio Baiardi, of the
Universita di Pisa, Italy,"” have proposed a Cloud
Intrusion Detection System (CIDS) framework to define
a proper defense strategy for cloud systems. CIDS is a
scalable and elastic solution with a peer-to-peer (P2P)
architecture with no central coordinator, thus avoiding
a single point of failure. CIDS has two P2P deployment
models: hybrid P2P and pure P2P. To increase flexibility
and portability, the middleware — where the frame-
work resides — can be installed in distinct cloud

and grid systems. To increase attack coverage, CIDS
integrates knowledge-based and behavior-based
approaches and monitors each node to identify local
events that could represent security violations. When
an attack occurs, CIDS alerts other nodes. CIDS exploits
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the distinct execution spaces of a VM manager to sepa-
rate the IDS from the system under monitoring so that
the intrusion detector components become invisible
and inaccessible to intruders. CIDS includes an audit
system to discover those attacks that network-based
and host-based systems cannot detect. It also parses
and summarizes a high-intensity number of alerts fired
by the network IDS component to prepare a readable
report for the cloud administrator.

DRAWBACKS TO THE EXISTING SYSTEMS

Current research into intrusion detection for grid and
cloud environments is limited to addressing the require-
ments for intrusion detection as part of the security
infrastructure. Following are some of the disadvantages
of the existing cloud scenarios:

m Cloud provider—-centric IDS. Most existing systems
carry out monitoring for possible intrusions on the
cloud provider’s infrastructure. Even if a serious
vulnerability or security loophole exists, the cloud
provider may still hide it from the cloud consumer.

= No customization for cloud consumers. In most of
the proposed systems, there aren’t any customizable
security settings for possible intrusion in cloud con-
sumers’ applications. Either cloud consumers have to
rely on the security provided by the cloud provider,
or they need to create their own security strategy for
their deployed applications.

= Redundant deployments. In some proposed systems,
the intrusion detection sensors are deployed at too
many places in the cloud infrastructure. This will
reduce the performance of the overall system.

= Unknown service-level agreement (SLA) violations.
There is no adequate monitoring system to detect and
report security-related SLA violations in the cloud
infrastructure.

A PROPOSED FRAMEWORK FOR SERVICE-ORIENTED
INTRUSION DETECTION IN THE CLOUD

Given the aforementioned drawbacks to current IDS
solutions in the cloud computing environment, we pro-
pose an Intrusion Detection as a Service (IDaaS) frame-
work, which is a network-based IDS for the cloud that
uses a signature- and subscription-based service. The
subscription charges can be based on the number of
rules the consumer subscribes to for the intrusion
detection service. The user can select different levels

of service: basic, intermediate, and advanced.
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The high-level framework is shown in Figure 2. The
software sensors are deployed in a cloud cluster, which
collects the traffic and passes it to the intrusion detec-
tion engine (IDE). The cloud cluster contains multiple
nodes in which VMs are running. All the traffic is
allowed only through the cluster controller. All the
signature details and subscription details are stored

in the global master, which is a global repository of all
the details of the subscriber. The cluster rule repository
contains recently used rules; as a local repository, it
reduces the burden of moving the rules dynamically.
Depending on the cloud user’s application, the rules
subscribed by the cloud user will be dynamically loaded
to the IDS rules engine. The following components
make up the proposed framework:

Global Master

This component is made up of three submodules:

1. Signature — consists of details of all the available
signatures, which are grouped into different
categories

2. Subscription — consists of details of the consumers
and their subscriptions

3. Alert — consists of details about the malicious
activity detected by the IDS

The global master is useful in case the cloud provider
provides infrastructure in a geographically separated
area.

Local Repository

The local repository consists of details of signatures
available at the cluster node at a given point in time.

It also stores the event and alert details. When a cloud
controller decides that a particular consumer applica-
tion needs to be deployed on the nodes in the cluster,
it will search the local repository for the signature sub-
scribed by the consumer. If it is found, the IDE will
use the signature; if not, it will load a fresh copy of the
signature from the global master. If a consumer is no
longer using the VM up to a specified time limit, then
those signatures are deleted from the local repository.
The time limit can be decided based on how frequently
the consumer uses the VM.

Intrusion Detection Engine

The IDE dynamically loads the signatures based on

the consumer’s application running VMs in the cluster.
The IDE is deployed on the edge of the cluster, where it
connects to the external world. The traffic is monitored
against the rules/signature. If any part of the traffic
matches any of the rule set, the IDE will generate an
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Figure 2 — High-level proposed framework for IDaasS.
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alert and log the details in the local repository. It sends
a notification to the consumer and then updates the
details in the global master.

Hosts

Hosts are the individual nodes inside the cluster in
which VMs are deployed. VMs are allocated to the
cloud consumer based on demand.

Cluster Controller

The cluster controller is the node that manages the
number of other nodes in the cloud infrastructure. In
this framework, the IDS is deployed on the cluster
controller.

Web Interface

Through the Web interface, the IDaaS administrator can
add new rules and signatures. IDaaS consumers are
provided with a Web interface, through which they can
subscribe to the desired category of signatures and view
attack details, if any. Figure 3 shows the details of the
IDE and its interactions with other subcomponents.

PROVING OUR CONCEPT

We implemented our framework’s proof-of-concept
using the Eucalyptus Cloud laaS environment.
Eucalyptus laaS will work similar to Amazon Web
Services."* We have configured Eucalyptus in “managed
mode,”"® which mimics Amazon Elastic Compute Cloud
(EC2). We have created multiple clusters, each of which

has several nodes, and placed a local repository of sig-
natures at the cluster controller. We have used Xenon
Servers as node controllers. In our implementation,
Snort IDS' serves as the intrusion detection system.

We have also provided a user interface through which
the cloud consumer can subscribe to the different cate-
gories of signatures available. Consumers’ applications
are deployed on the VMs in the node controller of
Eucalyptus. We have created different categories of
signatures, each of which consists of a list of rules that
filter the traffic and, if a certain pattern is found, alert
the subscriber, storing the alert in the database. MySQL
database has been used to store consumer subscription
details. The administrator has a provision for adding
new categories of rules, which contain lists of signatures
that belong to various categories of vulnerabilities that
specific organizations may face. Of the possible cate-
gories of vulnerabilities, we used the following ones
for experimental purposes:

= Internet Control Message Protocol (ICMP) flooding
= Backdoor attack

= SQL injection

= DDoS attack

Figure 4 shows a snapshot of a consumer, John, sub-
scribing to various categories of intrusion detection
services. Based on John’s choices, monitoring for ICMP
flooding and backdoor attack is performed. Two attacks
were detected by the IDS deployed on the cluster

node of Eucalyptus. Figure 5 shows the alerts that

[ IDaaS Consumer Web Interface ]

Traffic
Intrusion

Detection

Subscription Database
\
1 Event Database

L

Alert Manager

Rule Repository

N/

IDaaS Administrator Web Interface

Figure 3 — The IDE and its database interfaces.

CUTTER IT JOURNAL March 2013

©2013 Cutter Information LLC



are displayed to John, who may access the alerts from
anywhere by just logging into his account.

Analysis and Advantages

Our approach requires the minimum amount of
installation and configuration without sticking to a
single-vendor laaS such as Amazon EC2 or Google. It

is flexible enough to adapt to any other IaaS provider.

This approach provides cloud consumers with more
transparency into their applications running on the

security vulnerabilities in their infrastructure. We effec-
tively used available open source software and cloud
infrastructure, so no cost was involved for licensing.

FUTURE ENHANCEMENTS

An IDS is a crucial part of defensive operations

that complements static defenses such as firewalls.
Essentially, IDSs search for signs of an attack and flag
intrusions when they are detected. In this article, we

have proposed a new framework for intrusion detection
as a service. We have also implemented this framework

cloud infrastructure, which increases their level of
trust. Even cloud providers may not be able to suppress

Cloud Intrusion Detection Service

Welcome john

Select &
Category Description
Category
4 1CMP It is where vou send large ICMP ping packets to the server repeatedly to make it so that the server doesnt have time to
Flooding |respond to other servers.
A backdoor in a computer svstem (or cryptosystem or algorithm) is a method of bvpassing normal authenfication,
5 Backdoor [securing illegal remote access to a computer, obtaining access to plaintext, and so on, while attempting to remain
Attack  |undetected. The backdoor may take the form of an installed program (e ¢ . Back Orifice) or mav subvert the svstem
through a rootkit
Sal SQL injection is a technique often used to attack data driven applications. This is done by including portions of SQL
c.l ; statements in an entrv field in an attempt to get the website to pass a newly formed rogue SQL command to the
Injection
database e.g.. dump the database contents to the attacker.
DDos In computing, a dendal-of-service attack (Do attack) or distributed denial-of-service attack (DDo$ attack) is an
a z ; R
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Figure 4 — A consumer subscribes to the intrusion detection service.
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Figure 5 — The security alerts displayed to the consumer.
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in a service-oriented manner, so that consumers can
customize their security requirements in order to
protect their applications running on the cloud.

As of now, the rules/signatures in our framework are
not loading from the global master, so the required
rules can be synchronized with the local cluster reposi-
tory only. In addition, the performance of the system
needs to be tested with a large number of nodes and
in a real cloud computing environment. The IDS has
emerged as a savior in many attacks, but there is still
scope for improvement.
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Cloud Ecology: Surviving in the Jungle

by Claude R. Baudoin

The technology of the cloud has been evolving fairly
quickly, in fact faster than many people expected, this
author included. The number of serious market players
and their sheer size (including companies such as
Amazon, Google, IBM, and Microsoft) attests that we
have passed the point of no return: this new model is
here to stay. Indeed, no selection process for an IT capa-
bility is complete today unless it includes cloud-based
solutions. Even government entities have embraced

the trend, in part because of the usual promise of cost
savings, flexibility, and scalability, but also with a view
toward creating more employment in the private sector
rather than in already large government agency staffs.
The US federal government, as well as the governments
of some other countries, actually now mandates that
cloud solutions be the preferred choice, not the excep-
tion, for new systems.

When organizations consider a cloud option, they
always look first at functionality and cost. They realize
that a cloud offering must also meet other capabilities
without which an IT service is not viable: performance
assurance, resilience, disaster recovery, notification
schemes, security, privacy, and so on. Much needs to
improve in terms of how to negotiate, ensure, and/or
verify those capabilities. This part of the discussion
between suppliers and clients is not very rational or
balanced: we are still at a stage where cloud providers
tell you, “These are our standard terms and conditions
and the (very) few promises we make to you. Take it or
leave it.” In this ecosystem, it seems that the big fish are
the large providers named earlier; the small fish are
niche-oriented or regional cloud providers, the brokers,
and the contractors; and the plankton are the cus-
tomers. Should it not be the other way around or at
least better balanced?

AN EMERGING BUT INCOMPLETE ECOSYSTEM

First, let’s address the question of scope. Private clouds
do not create a significant “ecosystem” in the sense
implied by the questions in this issue’s call for papers.
In fact, I personally believe that the phrase “private
cloud” is often used to make a fairly modest architecture
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change — consisting of data center consolidation accom-
panied by virtualization — sound like a bold step into
the future. Whether one agrees with this criticism or
not, a private cloud does not create a complex inter-
action between multiple partners. The partners (an orga-
nization’s users, its IT department, and its equipment
and software suppliers) are continuing to function in
essentially the same way they were before such a pro-
gram was put in place. If the consolidated data center

is outsourced to a hosting provider, the relationship is

a little more elaborate and is based on a service-level
agreement, but this is still not as complex as a public
cloud service; the client has just subcontracted the man-
agement of a dedicated infrastructure. Therefore, as is
often the case in discussions about the cloud, I will only
write here about public clouds (or, in the case of hybrid
clouds, about the public part of those clouds).

The “conceptual reference model” from the NIST Cloud
Computing Reference Architecture' defines five actors
in cloud computing (see Table 1):

1. Cloud consumer
2. Cloud provider
3. Cloud auditor

4. Cloud broker

5. Cloud carrier

In reality, the roles of cloud broker and cloud auditor
are rarely filled today — although NIST includes cloud
aggregation, a separate emerging value-added service,
in the offerings of a cloud broker instead of identify-
ing aggregators as distinct actors. And while there

are always telecommunications carriers involved, they
are not explicitly part of the deal, since public cloud
services are usually accessed over the Internet using
whatever ISPs the provider and the consumer already
contract with. As a result, most deals explicitly mention
only the consumer and the provider.

The consumer’s own users, who may be its employees
but may also be external customers or partners, are also
missing from this list. They typically don’t participate
in any of the discussions between the five actors listed
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Table 1 — Actors in Cloud Computing (Source: NIST)

Cloud consumer

A person or organization that maintains a business relationship with,
and uses services from, cloud providers.

Cloud provider

A person, organization, or entity responsible for making a service
available to interested parties.

Cloud auditor

A party that can conduct independent assessments of cloud services,
information system operations, performance, and security of the
cloud implementation.

Cloud broker

An entity that manages the use, performance, and delivery of cloud
services and negotiates relationships between cloud providers

and cloud consumers.

Cloud carrier

An intermediary that provides connectivity and transport of cloud
services from cloud providers to cloud consumers.

in Table 1, but they are clearly impacted by the cloud

service, and their own behavior may on occasion impact

the service. They should also be consulted about their
requirements when a provider is chosen and about their
satisfaction once the service is delivered.

Finally, the NIST model omits the regulatory bodies
and agencies that strongly influence the use of cloud
services in both the public and private sectors. For
example, HIPAA regulations impact the potential uses
of the cloud for patient data storage, and financial regu-
lations impact the use of cloud solutions by banks.

Seeing cloud adoption as an activity involving just two
of these multiple players (providers and consumers)
significantly limits the “ecosystem” view of the cloud
world. This is something that should evolve as the
industry matures — with new classes of service
providers emerging to play the roles of brokers, aggre-
gators, auditors, and regulators — and as the NIST
model is, one hopes, further revised to acknowledge
the role of end users. As for the carriers, they will
become more important when consumers of large,
mission-critical amounts of computing or storage start
requiring dedicated high-speed links with quality-of-
service guarantees that the public Internet may never
offer.

Once a more complete model is in place, with its full
range of actors, we will need to define better than

we have done so far the relationships between these
participants. You may think of these relationships as
food chains, to pursue the ecosystem metaphor, or

as value exchanges, to follow a value stream analysis
approach. One way to formalize this is to draw a
RACI (Responsible-Accountable-Consulted-Informed)
matrix.” Table 2 shows the classical definition of the
RACI roles.
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We can now associate each role of the NIST model to
certain RACI levels with respect to each aspect of a
cloud service. To take a few examples:

» Cloud consumers are accountable for timely bill
payment and for complying with terms of service
(e.g., for not using a service to spam others or to
distribute illegal content).

= Cloud auditors are accountable for providing a fair
assessment based on the information they were able
to collect.

= The service quality manager of a cloud provider is
accountable for the contracted uptime of the service.

m The IT operations staff of the cloud provider is
responsible for that uptime.

= Cloud consumers are consulted by a cloud provider
who needs to schedule some downtime for mainte-
nance reasons.

= Cloud consumers are informed about the
anticipated recovery time from an unexpected
service interruption.

» A cloud carrier is accountable for the throughput
and latency of a circuit.

AN UNEQUAL RELATIONSHIP

So far, we’ve established that there are currently only
two actors on the stage, the provider and the consumer;
therefore we will focus on those. Following the RACI
model, their respective roles should be defined in terms
of accountability, responsibility, consultation, and infor-
mation. How does this work in practice today?

The relationship between the two parties is formalized
in multiple contractual documents, which go by
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Table 2 — RACI Definitions (Source: Wikipedia)

R | Responsible

Those who do the work to achieve the task. There is typically one role with
a participation type of responsible, although others can be delegated to
assist in the work required.

A | Accountable

The one ultimately answerable for the correct and thorough completion

of the deliverable or task, and the one from whom responsible is delegated
the work. In other words, an accountable must sign off on (approve) work
that responsible provides. There must be only one accountable specified
for each task or deliverable.

communication.

C | Consulted Those whose opinions are sought, typically subject matter experts, and
with whom there is two-way communication.
I | Informed Those who are kept up to date on progress, often only on completion

of the task or deliverable, and with whom there is just one-way

different names (see sidebar “Examples of Contractual
Documents from Cloud Providers”). It is not uncom-
mon for a public cloud provider to make the consumer
sign the following:

= A master services agreement, sometimes called a cus-
tomer agreement, which may or may not be separate
from the next document, or may include it

= A generic service-level agreement (SLA), which will
usually exist if the company provides other services
besides a public cloud offering

= A specific cloud service-level agreement (CSLA)

= An acceptable use policy (AUP), sometimes called
terms of service

= A support agreement

Clearly, the fact that there are multiple documents is an
issue in itself, for three reasons. First, the consumer may
not be fully aware of an obligation that is mentioned in
the support agreement, expecting it to be, say, in the
CSLA instead. Second, there may be overlaps, gaps,

or contradictions between two or more of these docu-
ments. Third, this multiplicity, and the inconsistency of
these documents across vendors, makes it really diffi-
cult to compare offerings during a selection process —
something that may be intentional on the part of some
vendors.

But a more serious problem awaits the cloud consumer
who actually opens and reads the documents in ques-
tion. Most of these documents:

m Strictly specify what the customer can or cannot do

= Vaguely mention what the provider is obligated to
supply, often using inconsistent definitions of service
levels that should be defined precisely, such as
“availability”
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= Are “one size fits all,” with no real ability to negotiate
a level of service corresponding to a price tier

= Do not establish consultation and notification channels

If we analyze this state of affairs in terms of the RACI
matrix, we can summarize this by saying that most
existing contractual documents, in particular the CSLA
and the AUP:

= Make the consumer accountable for protecting the
provider and its other clients from incidents for
which the provider may unilaterally blame the
consumer

= Make the provider responsible, but not accountable,
for providing certain service levels

» Demand that the customer inform or consult with
the provider before doing certain things, but impose
almost no reciprocal obligation on the provider to
inform or consult with the consumer

EXAMPLES OF CONTRACTUAL DOCUMENTS
FROM CLOUD PROVIDERS

B Master services agreement from AppFog —
www.appfog.com/products/appfog/service_agreement

B Service-level agreement from GoGrid
(a de facto CSLA) — www.gogrid.com/legal/
service-level-agreement-sla

m Acceptable use policy (in the US) from Rackspace —
www.rackspace.com/information/legal/aup

B Service plan from Salesforce.com (for
one of several available support tiers) —
www?2.sfdcstatic.com/assets/pdf/datasheets/
DS _SuccessPlans.pdf
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= Never mention the role of a carrier, such as to explain
what the provider will do if its access to the Internet
is disrupted by a circuit failure or a denial-of-service
attack performed through that carrier

In some cases, the extreme lack of accountability
expressed in provider documents borders on the
ludicrous. My Cutter colleague Lou Mazzucchelli
demonstrated this during the 2010 Cutter Summit
by showing verbatim excerpts of SLAs that give the

EXAMPLES OF ONE-SIDED SLA CONTENT
(ITALICS ADDED)

“... we may terminate this Agreement for any reason by
providing you 30 days advance notice.”

- |If this is for a totally unexpected reason, and without
cause, 30 days is much too short to secure another
provider and to migrate data or applications. This is not
a hypothetical situation: in 2011, Novell shut down its
Vibe cloud service, although it provided two months’
advance notice.

“... if we believe providing the Services could create a
substantial economic or technical burden or material security
risk for us..."”

- Providing the service always entails a “substantial
technical burden” — that's why the consumer is paying
the provider. This is much too vague, one-sided, and
definitive.

“We strive to keep Your Content secure, but cannot
guarantee that we will be successful at doing so, given
the nature of the Internet."

- This is a business inherently based on providing a service
through the Internet, so the provider should deal with
these risks, or involve the carriers in their SLAs, not
invoke such a broad cop-out.

“... we will implement reasonable and appropriate measures
designed to help you secure Your Content..."

- This leaves the consumer, who may not have the skills
to do so, in charge of fixing a problem that the provider
may have allowed to happen through negligence, and
which may have a severe impact on the customer’s
business.

Note: The quoted sentences are extracted from actual documents. Their
source is not cited because | didn’t want to single out a “bad guy” —
many providers include similar clauses today.
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provider the contractual room to do just about any-
thing it deems necessary, based solely on its judgment,
without any negotiation or mediation protocol with the
consumer, and regardless of the extraordinary efforts
or harm it may impose on the consumer (see sidebar
“Examples of One-Sided SLA Content”).

Given such a situation, which unfortunately is common
across providers, the cloud ecosystem is reduced to a
sadly simple relationship: the provider collects the con-
sumer’s money and delivers services without sharing
much of the risk. In fact, what mostly inconveniences
the providers, and keeps them from invoking too often
the excuses they have built into their agreements, is

not the efforts they have to undertake to fix problems
(they promise little), nor is it the financial penalties
they will incur (these are limited and absolutely not
commensurate with the impact of a service failure on
the customer’s earnings or its operations), but rather
the impact on their reputation when a big outage makes
the headlines of major print, TV, or Internet media. As
for the other potential members of the food chain who
could play a role in making the overall system better
managed and more dynamic (brokers, carriers, audi-
tors), they are simply ignored. So are, importantly, the
cloud customer’s own customers, who complete the food
chain in many cases. They may be impacted by a cloud
failure, or, conversely, they may be the cause of a prob-
lem (e.g., storage of illicit content) that could jeopardize
the relationship between the provider and its primary
client.

In summary, this looks a little too much like a jungle
with a few powerful predators roaming among their
rather defenseless prey.

WHAT CUSTOMERS NEED

Beginning in fall 2012, a working group of the Cloud
Standards Customer Council (CSCC) set out to analyze
in more detail the situation just depicted. The team
reviewed dozens of public cloud contractual docu-
ments, including SLAs, AUPs, and the other types

of documents mentioned earlier, with the following
objectives:

s Understand how these documents are structured

= Determine what clauses are generally present or
absent with respect to performance, security, privacy,
service management, service failures, disaster
recovery, and the exit process

= Analyze the gaps between what is generally included
by providers and the legitimate expectations of
consumers
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= Present these results in the form of concrete guidance
to the consumers and to the industry, enabling all
parties to negotiate better agreements and restoring
the balance that is missing today due to the one-sided
agreements that currently prevail

Table 3 lists some of the key needs of cloud consumers.
(Please note that this analysis is my interpretation of the
findings, not an official position of the CSCC.) These are
needs that the providers may not particularly like to ful-
fill, but they are able to fulfill. In other words, we are not
letting the pendulum swing all the way to the opposite
extreme, where SLAs would contain everything that’s
ideal for consumers but no sane provider would accept.

DON'T GET EATEN ALIVE, OR AT LEAST PUT UP
A GOOD FIGHT

The CSCC working group subtitled its forthcoming
report “What to Expect and What to Negotiate” because
its advice to cloud customers is to review the agree-
ments proposed by providers in detail and to choose
their battles intelligently. Some desirable clauses may
not be offered by anyone, and the providers know that;
therefore the customer cannot leverage the prospect

of choosing a competitive supplier. In other cases, it is
possible, based on knowledge of what other providers
offer, to ask for higher commitments or for greater
penalties if a service level is not met. Today, too many
customers sign on a cloud contract’s dotted line with

a shrug, as though pressing the “click here to accept”
button at the bottom of an end-user license agreement
(which most of us do without reading what we are
accepting). The kind of review I'm proposing here
should allow customers to sign a final deal with

their eyes open, after negotiating what needs to be
negotiated.

Of course, a well-conducted sourcing process for a
major cloud service should include a request for pro-
posals, in which the customer may specify in advance
that it wants the bidders to address each of the issues

in Table 3. Some providers may respond by stating

that their documents are not negotiable, but some may
decide, when faced with an educated and prepared cus-
tomer, to show some flexibility and discuss how to meet
some of these requirements, potentially at a price.

LOOKING FORWARD

The CSCC working group expects to complete the final
draft of its new report in time for discussion at its meet-
ing in April 2013, with formal adoption some time later

Get The Cutter Edge free: www.cutter.com

in 2013. This means that cloud customers will have a
series of three documents from the CSCC to guide their
adoption of the cloud:

s The “Practical Guide to Cloud Computing”® presents
nine steps in the process of determining whether a
cloud-based solution is a valid approach to address
a certain need and then discusses how to go about
selecting and deploying such a solution.

= The “Practical Guide to Cloud Service Level
Agreements”* provides a general approach to
evaluating and comparing cloud SLAs.

= The new document, tentatively entitled “Cloud
Service Agreements: What to Expect and What to
Negotiate,” will go more deeply into the implications
of specific clauses, identifying which ones can be
negotiated to achieve a better balance between
provider and customer.

As more and more such negotiations occur, providers as
well as customers will develop a greater understanding
of the various clauses that matter to their healthy rela-
tionships, what terms need to be better defined to avoid
harmful ambiguity, and what service levels can be
measured using a numeric scale. But a few years down
the road, we will have a much more complex situation
than we do today because there will be thousands of
cloud providers on the market and the food chains will
be longer. For example, end-user A may subscribe to a
service from company B, which uses software as a ser-
vice supplied by C, which in turn uses infrastructure

as a service from D.

By that time, to effectively compare different offerings,
purely human processes will no longer be sufficient.
This comparison may not only take place once, during
the selection of a provider; it may in fact occur in real
time, as a consumer turns virtual machines or applica-
tion instances on and off all day long to handle variable
loads, assessing each time which of its multiple con-
tracted providers should get the next piece of the action
based on price, performance, recent availability statis-
tics, and so forth.

To answer this need, we can envision an “SOA for SLA”
mechanism in which each provider exposes a service
that can be queried to determine what is covered in

the provider’s SLAs, and what the service price is given
certain parameters such as availability commitments,
security and privacy commitments, and the like. The
final deal will still certainly require some hours spent
around a negotiating table, but the initial selection of

a few finalists out of this much larger market will be
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Table 3 — What Customers Should Request

Consistent document
names

A preferred set of names needs to emerge to reduce the current confusion, perhaps along
the lines of existing NIST work, although this is still overly complex.

Coherence of the whole
set of agreements

It should be easy to find the privacy clauses, for example, rather than have to guess whether
they are in a master services agreement, an SLA, an AUP, a security policy, etc.

Clear expression of
commitments

Lawyers like to use verbs like “shall,” “should,” “may,” etc., to convey different levels of
commitment. That's fine, but an agreement must also specify unambiguously what it

is that shall/should/may be done by whom to whom. The use of the RACI vocabulary
(Responsible, Accountable, Consulted, Informed) would go a long way toward clarifying
what happens in case of failures, performance degradation, planned outages, termination,
security leaks, etc.

Recognition that the
ecosystem may include
the consumer’s own
external clients

These end users may be paying for a value-added service based on the cloud offering. This
has several important implications. First, malfunctions impact not only the cloud consumer’s
operations, but also its revenue, and this may lead to offering a different tier of service.
Second, the consumer may not be legally responsible for content that belongs to its users.

If that content violates the AUP, there need to be reasonable processes to cut off the actual
culprit without terminating the whole service to the consumer, which in turn would cut off
its business with all its other users.

Effective security
measures

It is not enough to promise to “help” the consumer secure its content, including in the case
of a security breach. The cloud provider should have a professional services department,

or certified subcontractors, who can do two things: (1) implement encryption mechanisms —
both for data at rest and in transit — for clients who want to store confidential data in

the cloud; and (2) react to cyber attacks to protect the clients’ data from being stolen. The
obligations of this cyber security department or partner should be defined with their

own service levels, such as maximum notification delays, maximum reaction time for

certain incidents, pricing terms for security design services, etc.

Privacy of end-user
data

The provider’s privacy obligations must extend not only to the information it may collect
about its direct customer in the course of doing business, but to the information about
end users that the customer may store in the cloud. For example, a company that uses
Salesforce.com should receive certain guarantees about the privacy of the customer records
it will create in the system. While Salesforce has a legitimate need to ask me for certain
contact and payment information to do business with me, it has no right to access the
phone number of a client of mine.

Availability
commitments
that are specified
over short enough
observation
periods

This need is not new; it has been present for many years in data center outsourcing contracts
and was rarely met adequately. The proliferation of cloud consumers just makes any
vagueness about observation periods, or the specification of long periods, more potentially
harmful. If a provider promises 99.75% availability, is it 99.75% each day, which amounts

to less than 4 minutes of outage per day? Or is this measured over a year, in which case
there could be a single outage of almost 22 hours on your busiest day of the year, and

the provider could insist the SLA was met and that it does not owe you a refund?

Mechanisms for
discussion, appeal,
and mediation

Say the customer inadvertently violates a clause in the AUP, and is threatened with contract
termination. It claims, however, that it did not do what the provider claims it did, or that it is
not responsible for a violation by one of its own users. In such cases, there needs to be a way
to avoid a damaging interruption in service if at all possible. Current SLAs lack provisions

for customers to prove their bona fides and avoid severe business impact.

Agreement about
auditing mechanisms

A competent customer may want to assess, through nondestructive methods, that the

cloud service cannot easily be misused. In most AUPs, any such attempt is prohibited. As

an acceptable alternative, a provider may contract an independent company, with properly
certified experts, to perform periodic, documented assessments of all its safety and security
measures, including physical safety and currency of all software updates. Eventually, a specific
category of service providers (the “cloud auditors” in the NIST list) will fill this market niche.
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subject to a certain level of automation. This is not a far-
fetched idea. Similar specifications — WS-Agreement
and WS-Agreement Negotiation’ — have been defined
by the Open Grid Forum to automate the negotiation of
valid agreements between a Web service provider and
a consumer. Extending these protocols to the issue of
agreeing on a cloud SLA is not trivial, but it is certainly
possible.
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The Promise of a Diverse, Interoperable Cloud
Ecosystem — And Recommendations for Realizing It

by Kathy L. Grise

The cloud is here to stay. It is a vital part of the infor-
mation and communications technology (ICT) eco-
system, even though it is still a dynamic, fluid, and
ever-changing addition to the ICT environment.

Five years from now, businesses and consumers will
likely have access to a diverse cloud ecosystem that will
be capable of interconnecting and moving data from
one cloud to another in transparent fashion. Services
carried over the infrastructure will extend the reach of
these clouds to support emerging industries, such as the
smart grid, and revolutionize others, such as medicine.
Clouds will also become a part of everyday life as
consumers from all demographic, socioeconomic, and
geographic sectors come to rely more and more on
cloud-based social media and mobile applications for
essential communications; personal health device, home
appliance, and home security management functions;
as well as routine photo, video, and music services.

One may think we already have this type of ecosystem
today, and it is true that a vibrant cloud ecosystem is
forming and that businesses and consumers in many
regions are enjoying the benefit of its early services. But
cloud services are not yet ubiquitous and mainstream.

Transparent integration of services across clouds will be
a fundamental attribute of this future ecosystem. One
can expect to see a seamless use of cloud services and
applications that, for example, can transfer data across
public clouds, between public and private clouds, or
from public or private clouds to hybrid clouds.

This vision of cloud computing will be driven by inno-
vation, competition among third-party providers, and
consumer demand for cloud services that are conve-
nient, sophisticated, and affordable. However, this
vision can’t be achieved in an unstructured environ-
ment. Careful collaboration and coordination among
ecosystem participants will be necessary to advance
cloud technologies and services in a way that benefits
everyone.
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RECOMMENDED APPROACHES FOR REALIZING A
DIVERSE, INTEROPERABLE CLOUD ECOSYSTEM

Industry participants should follow some essential
approaches and steps to help facilitate the cloud eco-
system’s evolution to this vision. In particular, service
providers must:

= Employ flexible business strategies that allow adap-
tation to this new diverse and interoperable cloud
ecosystem

= Ensure they have the capabilities needed to meet
customer expectations and demands

= Adopt compatible and open technologies in lieu
of proprietary or standalone options

= Collaborate with others in the industry to advance
interoperability standards

= Embrace innovation to improve the technology’s
functional and performance characteristics and to
effectively and securely incorporate mobile and
social clouds

Have a Flexible and Adaptable Business Model

To be successful in this evolving competitive environ-
ment, third-party service providers must be flexible
and ready to rapidly adapt their business plans and
strategies to the cloud lest they fall behind. For exam-
ple, software development in a cloud environment is
much faster and more efficient than has been possible
with traditional development techniques. The typical
traditional software development lifecycle involved

a lengthy time frame from start to completion,

and the process was also often complex, requiring
detailed analysis and design, actual code development,
followed by testing, integration, more testing, and
implementation.

With new software development techniques, how-
ever, cycles have been significantly shortened. Today
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developers can access more readily and quickly

the needed software tools and services in the cloud.
Traditional processes might have included time spent
researching and determining what tools and services to
purchase, and then arranging their purchase, installa-
tion, and access. In addition, this may have required
securing the hardware to host the tools and services.
With the cloud, the time spent on these activities —
if not eliminated entirely — is greatly reduced. This
streamlined cloud environment allows companies to
release more applications, but it also forces providers
to stay more aware of customer needs and wants and
respond to them more quickly.

Providers must keep abreast of changing trends and
standards. They must weigh both the demands of run-
ning their businesses and the need to invest in the right
resources when selecting technologies and services they
will use and offer.

Stay on Top of Customer Expectations and Demands

Customers expect well-managed, integrated, interopera-
ble, and affordable services from their providers, and
this will be the case with cloud computing, too. Indeed,
cloud computing is rapidly becoming a service that the
consumer cannot do without.

Imagine you're Netflix. Your customers are sitting
down with their families on a cozy winter night, ready
to stream a newly released movie through your service.
Suddenly they’re told that, due to technical difficulties,
they cannot access any videos. This scenario, in fact,
occurred on Christmas Eve last year. What happened?
Netflix relies on Amazon Web Services as its cloud com-
puting provider to store and stream its movies. That
night, Amazon’s infrastructure could not handle the
high demand for its cloud services, and the network
became overloaded. Millions of Netflix customers

were affected — and probably highly annoyed.’

Consumers’ generally high expectations for always-
available, interoperable, yet also affordable cloud
services — and vendors’ abilities to deliver on these
expectations — could influence the success or failure

of individual service providers and the evolution of

the general ecosystem. There are so many service
providers in today’s environment that competition

will favor some at the expense of others. The companies
that survive will be those that demonstrate and practice
interoperability and are astute enough to recognize

and meet consumer demand for low-cost, high-quality,
reliable services.
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Don’t Operate as a Standalone Technology;
Embrace Compatibility

Cloud service providers, standards organizations,
and industry associations need to work together to
help shape the most effective and successful future
for cloud computing.

It wasn’t that long ago that the video industry was
mired in a technology war between the Betamax video
cassette tape recorder/player format offered by Sony
and the VHS format offered by JVC. The outcome of
this battle can be answered by a simple question: does
anyone still own a Betamax device (or even know what
a Betamax is)?

There is a well-known lesson from this precedent.
Betamax was a higher-quality format compared to
VHS, but Sony made a catastrophic business decision
by not sharing its technology and collaborating with
other providers. The VHS format offered by JVC won
out in the market because JVC was willing to share its
technology and collaborate with other vendors, which
helped make VHS more affordable and accessible and
more appealing to the mass market. Betamax fell victim
to the open licensing model presented by VHS.

Service providers in the cloud computing industry will
find that they have similar strategic choices to make

as they build and introduce their services, and we can
expect that the ecosystem more likely will weed out
service providers that use standalone or incompatible
clouds. Furthermore, the choices individual service
providers make will influence not only their own busi-
nesses, but the advancement of the industry and eco-
system overall. Given the rapid explosion of cloud
applications and services, businesses can’t afford not to
work together to help shape the most effective future
possible for cloud computing.

Collaborate with Other Ecosystem Participants
to Promote Interoperability Standards

While cloud computing has been around for several
years, it is still considered an emerging technology.
There are many opportunities for industry, government,
and academia to help create an open source, inter-
operable cloud architecture.

One example is participation in the IEEE Intercloud
Testbed.? An intercloud architecture is essential to cloud
computing because a cloud operated by one service
provider or enterprise will interoperate with a cloud
operated by another organization. This is a powerful
concept, and it is also a valuable concept because it
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increases the value of cloud computing to industry,
enterprises, and consumers. However, clouds today
cannot yet federate and interoperate to employ this
model. The Intercloud will provide that federation.

The IEEE Intercloud Testbed is being developed

in collaboration with universities, cloud companies,

and standards organizations across the US, Europe,

and the Asia-Pacific region. The testbed also provides
opportunities for participation from groups in emerging
geographies, such as South America and Africa. By par-
ticipating, these groups will help open up opportunities
to expand and advance technology accessibility to their
respective regions and will very likely help spur their
local economies.

The testbed will also provide a collective pool of open
source resources to the cloud computing industry,
which will help drive the creation of technical standards
for interoperability, including the IEEE P2302 Standard
for Intercloud Interoperability and Federation (SIIF).?

Another example of collaboration is the recent
announcement that Microsoft is joining the Open Data
Center Alliance (ODCA) to promote cloud standards
and interoperability. The move will enable Microsoft
to contribute to ODCA’s technical workgroups, which
“contribute to creating standards and usage models
designed to help design secure federation, cloud secu-
rity features and interoperability across clouds.”**

Embrace Innovation to Improve Cloud Functionality and
Performance and to Secure Mobile and Social Clouds

Many innovations are still needed to advance cloud
computing to its envisioned future. Innovation is
required to ensure that all components in the infrastruc-
ture, including all hardware and software, meet the
functional and performance needs of both enterprises
and consumers. Innovations must consider, for exam-
ple, the demand for data, data speeds, reliability, secu-
rity, responsiveness, storage capabilities, compression,
low cost, and sustainability.

Businesses will need to incorporate mobile and social
cloud services effectively and broadly if they want to
compete successfully for customers and customer loy-
alty. Yet there will be challenges associated with the
convergence of mobile, social, and cloud trends. Cloud
computing represents today’s most exciting IT para-
digm shift. However, security and privacy concerns

are perceived as primary obstacles to its wide adoption.
Critical security challenges must be addressed and
security solutions developed if we are to achieve a
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trustworthy public cloud environment.” This represents
an important area of innovation that demands attention.

TODAY'’S CLOUD IMPLEMENTATIONS
PAVE THE WAY FOR THE FUTURE

Cloud computing is not limited to IT service providers.
The interoperable cloud ecosystem is broad and per-
vades industries of all types, from the smart grid to the
life sciences and beyond.

Think of electric utility service companies and their
introduction and use of smart grid technologies. Utility
companies are adapting to cloud technologies because
they must leverage and use cloud-based applications,
services, infrastructure, and storage to make the smart
grid possible. These companies, including San Diego
Gas & Electric (SDG&E)® and Arizona Public Service
(APS),” are successfully using the cloud to operate and
manage smart meters installed in consumers’” homes
and to oversee and efficiently manage the flow of elec-
tricity. According to industry analysts, worldwide smart
meter shipments surpassed 15.4 million units in the
third quarter of 2012, representing year-over-year
growth of 126.9% and a 58.6% increase over the previ-
ous quarter." The smart meter industry worldwide is

a clear beneficiary of cloud technology, and its rapid
growth illustrates the substantial impact the cloud can
have on a sector of business.

The life sciences are also using cloud computing in
impressive and transformative ways. In medicine, for
example, the use of the cloud has literally removed
many of the physical barriers that previously limited
access to medical care or services in remote regions.
Think of the patient who needs expert specialty care

or diagnostic services but cannot access those services
locally. Thanks to the cloud, a local physician can collect
the patient’s vital statistics or other data and then lever-
age cloud services to virtually consult with a specialist
even if the specialist is based in another region or
country.

Electronic health records (EHRs) are another innovation
that is emerging as the healthcare industry begins to
adopt systems and methods that leverage cloud-based
options. The plethora of EHRs generated globally is
increasing at a rapid pace. But with this growth in
cloud-based electronic records, the traditional separa-
tion of patient care data from IT to protect patient pri-
vacy is no longer assured. This is a huge issue due to
the personal and confidential nature of healthcare data.
Providers realize they must still implement a reliable
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and secure IT infrastructure platform, services, and
applications when they embrace the cloud, and many
companies are beginning to introduce cloud solutions
that address these concerns. Reference Fusion, to name
just one vendor, has an experimental open, cloud-based
platform for large-scale, low-cost delivery of healthcare
applications to facilitate the seamless and secure sharing
of EHRs. These types of approaches will enable broader
use of patient-centric management of electronic health
records."

CONCLUSION

Cloud computing is advancing rapidly. Before we know
it, the technology will be employed to support all types
of industries and businesses and deliver services that
enhance everyday life for consumers in all parts of the
world. This vision is a realistic one, and with it will
come a new era of innovation and competition.

Service providers that want to play a role in the devel-
opment of this emerging ecosystem and rise above the
competition to thrive in the market five years from

now must position their firms appropriately for success.
Companies must adopt business strategies that are flexi-
ble and adaptable to this new environment. They must
make sure their infrastructure and services can meet the
market’s high expectations and demands. They must
avoid reliance on standalone technologies and embrace
options that are compatible with others in the market.
They must collaborate with other participants in the
ecosystem to help advance interoperability standards.
And they must innovate to improve the technology’s
functional and performance characteristics and ensure
that mobile and social cloud solutions are secure.

As the industry evolves and competition intensifies
during the next five years, service providers that follow
these recommendations will have a greater chance of
winning new customers, satisfying their existing cus-
tomer base, and outpacing the competition to become
market leaders in cloud computing.
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