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Security in the IT realm is a very complex issue to deal
with, largely because the very attributes that create vul-
nerabilities are the main creators of value for individual
users, businesses, and society itself. Just as the value
of a network increases as the square of the number of
nodes on that network, so too does the probability of
a bad actor exploiting the network to his or her own
ends. Every innovative service created and offered to
the marketplace of individuals and businesses creates
another vector for an attack that compromises the
infrastructure that provides the service. 

Hardware advances also increase security risks. If com-
puting power doubles every 18 months, the threats to
trusted encryption technologies increase accordingly.
The cheaper digital storage becomes, the more of our
sensitive data we store, to mitigate the risk of loss
through technology failure by having copies of our
most valuable data on our own drives and in the cloud.
These giant aggregations of financial and personal data
create mouth-watering targets for those inclined to
unethical and criminal behavior. 

Declining prices of computing power, storage, and
network traffic have put immense power in the hands
of more people than ever before. A tiny startup can
compete with a giant conglomerate, and a pupil in
the developing world can access the same educational
resources online as one in the developed world; but so
too can a teenager with too much time on his or her
hands and an unformed moral compass wreak as much
havoc on a global enterprise as a state-funded “cyber
warrior” attacking the military infrastructure of an
enemy nation. 

The complication comes not from recognizing those
risks but in trying to mitigate them. In a classic case of
“throwing the baby out with the bath water,” any blunt
force solution to the problems described above also
jeopardizes the enormous value created on the other
side of the equation. Constraining access to a network
both creates a dichotomy of “haves” and “have nots”
and diminishes the potential value of that network.
Limiting the services allowed on the nodes of a network
similarly reduces potential innovative value creation. 

This was the situation at the beginning of our transition
into the current mobile age — Internet-connected per-
sonal computers and servers vulnerable to all manner
of exploits with some Band-Aid solutions available,
each posing significant tradeoffs with regard to useful-
ness and value creation. If you locked down your cor-
porate network to the maximum level of security, you
would effectively isolate yourself from the world and
doom your business to a slower rate of growth than
your less safe peers in the market. However, most IT
departments struck a workable balance, allowing email
and Web traffic, sniffing at packets and ports, scanning
for viruses, encrypting data, monitoring logs for
breaches, and enforcing adequate levels of authentica-
tion for access to services. 

And then mobile happened. Long predicted, the mobile
revolution still took the community of IT professionals
off guard. Initially, it seemed that the mobile computing
market was limited in scope — the Windows CE, Palm
OS, Symbian, and even BlackBerry OS devices too
expensive and unwieldy to appeal to more than a
minority of users. Then the iPhone happened, striking
a remarkable balance between Apple user friendliness
and carrier-subsidized price point, and the era of the
smartphone began. In the span of seven years, mobile
has arrived with unprecedented velocity. As one article
in this issue notes, there is now a smartphone for one
out of every five individuals currently alive on earth.

This astonishing adoption curve has yet to reveal its
ultimate ramifications for human society and the global
economy, but at this stage, one implication is very obvi-
ous — the teetering balance struck by enterprise IT in
the networked PC era is not working anymore. In fact,
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we seem to have been thrown into a state of extreme
volatility. 

The networked PC-era balance of access to services and
data against securing the same assets seems to drive
mobile users away in droves. Ranjeet Vidwans, author
of our first article, picks up on market data that 61% of
enterprises have deployed three mobile apps or fewer,
and 60% of enterprise users have stopped using mobile
computing at work completely. In his article, Vidwans
explores the reasons behind this dynamic and finds
that the freedom of using one’s own personal mobile
“anywhere” device has raised the bar substantially for
the enterprise. Poor capacity planning that causes per-
formance issues and traditionally conservative security
measures that create friction for the user with just a
few minutes to spare — a “niche” work opportunity, as
Vidwans calls it — exists in stark contrast to the ease of
use of all the personal services that exist on the phone. 

His exploration extends beyond outlining the root
causes of poor adoption to offering a methodical
approach to turning the tide in the enterprise’s favor.
On the security front, Vidwans identifies the top priori-
ties for security efforts as a way to focus restrictions into
the highest-impact areas. In this way, IT departments
can put the minimum amount of obstacles in users’
way for the greatest security benefit. In terms of scale,
he provides a valuable guide to understanding the
infrastructure required to provide adequate perfor-
mance for your mobile apps. He offers very valuable
advice regarding what he calls “visibility” as well —
increasing your understanding of who is using your
mobile apps and in what ways, and what you can do

with that data to create a positive feedback loop for
adoption. 

All these efforts will be of little use, however, without a
focus on the core attribute that has driven the startling
adoption of mobile computing in the first place: user
experience. Apple’s success with the iPhone wasn’t
dependent on raw computing power or any particular
technical innovation — mostly Apple assembled the
hardware and software that existed in the market but
with a hugely improved user experience. Indeed, the
iPhone user experience was so much better than what
people were used to that it propelled the phrase “user
experience” into general parlance. Vidwans’s core point
is that enterprise IT departments need to take that lesson
to heart and place far greater emphasis on the overall
experience of their users when it comes to mobile. If they
don’t, users will do as the mobile do — move away.

The paucity of mobile adoption in enterprises should
be deeply troubling to the senior management of these
firms as it isolates them from a key driver of value cre-
ation and productivity. If they do solve that part of the
equation by “loosening up” the corporate security grip
over the user’s experience, though, the balance will tend
to swing too far in the other direction. Here again, the
best practices of the PC era will not serve the IT depart-
ment well. 

In our next article, Andrew Hoog takes a look at the IT
department’s natural instinct to focus on the threat of
malware. One might think that, as a key threat in the
PC era, malware represents the main vulnerability in the
mobile space. However, Hoog identifies a much more
dangerous attack vector, one that is intimately tied to
the personal freedom that attracts users to mobile: apps.
Mobile apps are the user’s means of customizing his or
her mobile toolbox, adding just the features and attrib-
utes desired in the palm of a hand when and where they
are needed. The attraction of mobile apps has created a
mighty software economy, with Apple’s and Google’s
marketplaces containing over 1.2 million apps each. 

With that proliferation, Hoog says, it is not necessary
for the criminal element to find ways to surreptitiously
hitch a ride on a legitimate application, system com-
ponent, or Web page. Merely build a game, utility,
or other app and put it in the way of the user. Once
installed and given permissions to the resources on the
phone, a “leaky” app with ulterior motives is free to
take advantage of the relatively unsophisticated security
model of mobile OSes and the naive trust of the user
who doesn’t suspect his or her digital, mobile familiar
has been possessed by those who seek to do harm. 
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There are enterprise solutions, Hoog notes, that take
a “containerization” approach — seeking to create a
lockbox of sorts on the device where enterprise data
can remain unmolested. Like Vidwans, he also finds
the benefits outweighed by the cumbersome nature of
the technology. Instead, Hoog’s solution is an holistic
approach to security based on some very pragmatic
insights and a reliance on policies and education.
Recognizing that this is an interim step, the article con-
cludes with an exploration of an innovative approach
that seeks to create an algorithmic representation of the
holistic policies, resulting in a quantitative measure of
“secureness” that can be used to gauge actual risk levels
and modify exposure accordingly.

Zeroing in on the massive throngs of apps noted by
Hoog, the authors of our next article, Naser Mohamed
Al Ali, Dima Alhadidi, and Zakaria Maamar, take a
closer look at ways to evaluate the trustworthiness of
apps before installing them on a device. Interestingly,
they find that a linguistic analysis of the licensing
terms provides valuable metadata that can be used to
gauge the risk associated with a particular app. Their
analytical approach combines manual and program-
matic data collection on two axes: horizontal and verti-
cal. Horizontally, they examine the same app across
multiple platforms, and vertically, they test a group of
apps from the same category, messaging, on a single
platform. 

The results are intriguing, especially when cross-
referenced with the resource access each app requests
upon installation. The article suggests a promising
new approach to security. Instead of focusing on the
parasitic entities known as malware — which, as Hoog
points out, are not the greatest danger in the mobile
ecosystem — we may see emerging methods of pre-
emptively scoring the level of risk represented by
individual, seemingly legitimate apps. 

Even with greater guidance regarding the trustworthi-
ness of individual apps, however, the risk still hinges
on the actions of individual mobile users. For Anjali
Kaushik, author of “Mobile Security from a Practical
Perspective,” this is of critical importance. If the mobile
revolution was sparked by the allure of greater individ-
ual freedom of movement, timing, feature customization,

and usage in general, that freedom can’t be curbed
without reducing the value of mobile itself. Therefore,
Kaushik highlights not just the technologies that can
improve mobile security and privacy, but also the user
behaviors that need to be modified or eliminated to effect
real change. 

According to Kaushik, it is necessary for technology
providers and IT departments to deploy strong authen-
tication and robust encryption and all the rest of the
infrastructure of security, but it is not sufficient. All
it takes is one user to install one app with a hidden
agenda and then to use that app inside the corporate
firewall, or one user to run the corporate mobile app
on a bogus Wi-Fi hotspot that is running deep packet
inspection and a man-in-the-middle attack. In other
words, the corporate user is no longer inside the glass
house where the IT department wields control. The
paternalistic approach of attempting to restrict new
freedoms merely drives the users further away. The
risks to security worsen. 

However, in the midst of this grim landscape, we see
hope. The new mobile freedom is germinating a sense
of self-reliance in users. Recent controversies such as
high-profile privacy leaks of celebrities’ photos and
similar stories have gained enormous coverage in the
press and loom large in mobile users’ minds. They see
themselves at risk, personally. This is an opportunity
for tutelage that users’ employers should seize. Better
digital hygiene can reduce risks and let a user rest
easier. And it can provide IT security directors with
a glimmer of light at the end of a very dark tunnel. 
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So you’ve deployed mobile email and calendar apps
to your users. But you haven’t yet achieved the vision
of an über-mobilized workforce working anytime,
anywhere, at the speed of business? Take comfort —
few organizations have. They’re running into the new
security, scalability, visibility, and user experience (UX)
challenges that are inherent to mobile devices and work
styles. Understanding these challenges and applying
the best practices I suggest here can get your enterprise
on the road to full mobile productivity.

WHERE THINGS STAND

The actual state of enterprise mobility is far behind the
promise. A May 2014 IDC report1 found that 61% of the
Fortune 500 have deployed only three mobile applica-
tions to their users. A recent Mobiquity-commissioned
consumer survey2 found that nearly 60% of employees
stopped using their enterprise mobile apps and reverted
to waiting until they were back at their desks to per-
form particular business functions. Ouch. What’s worse,
among users who continued using their enterprise
mobile apps, 26% of smartphone users and 19% of tablet
users said that they actually became less productive.3

What’s going on? In a nutshell, users are not adopting
mobile enterprise apps. Without user adoption, the
entire enterprise mobility business case falls apart.
Bear in mind that this already assumes that the apps
organizations are trying to deploy are rich, attractive,
and usable. After all, these would normally be the same
apps that an employee would use at a desk in the office.
So the reasons behind low adoption rates must stem
from other factors.

THE FOUR CHALLENGES IMPEDING 
ENTERPRISE MOBILITY

Experience with large enterprise customers indicates
that four challenges commonly hamstring enterprise
mobility initiatives. Failing to address these challenges
creates a situation in which you will be hard-pressed to

deploy any mobile apps. And addressing them ineffec-
tively ensures that any apps that you do deploy will
quickly be relegated to the mobile dustbin. 

The four challenges are:

1. Security. Security has traditionally been the primary
showstopper for mobile enterprise app deployment.
Many IT organizations already are burdened with
escalating malware, data leakage, and other cyber
threats. The thought of extending sensitive enterprise
apps and data to mobile users and devices that they
do not control has prevented many businesses from
deploying mobile enterprise apps.

2. Scale. Mobile apps have a high impact on the net-
work; usage patterns require that VPN connections
be established and torn down rapidly.

3. Visibility. App owners don’t know if or how their
apps are being used. Actual usage data is scarce or
buried.

4. User experience. Mobile users work in “niche time”
— a few minutes here, a few seconds there. Most
enterprise mobile apps have burdensome enrollment
and authentication processes that are required to
secure sensitive enterprise data but frustrate and
discourage users.

Understanding and overcoming these four challenges
will optimize your chances of executing a high-value
mobility rollout. So let’s look at the solutions available
to remove these obstacles to your enterprise mobility
strategy.

Security: The Supreme Balancing Act

There has always been tension between security and
user adoption. The more tightly an organization tries to
protect its digital assets, the more difficult it becomes
for legitimate users to access and use them. Historically,
organizations have been able to mandate the requisite
level of security because end users had no choice but to
go along with whatever was required. Mobility alters
this dynamic. 
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Mobility requires a higher level of security than tradi-
tional endpoints such as desktops and laptops. Mobile
devices are more likely to be lost or stolen. At the same
time, users commonly use both personal apps and work
apps on their mobile devices. Personal and corporate
apps residing on the same device increases the risk of
a rogue app running on an employee-owned device
with corporate access. 

There are a number of ways in which an organization
can make sure that its mobile apps are delivered in
a tight security envelope that minimizes the risk of
security incidents, such as data loss, data leakage, and
inappropriate access to sensitive systems:

1. Use strong multifactor authentication to identify
your users. To truly unlock business value from
mobility, you need to mobilize high-value business
workflows. Instead of thinking about mobile email,
think about a senior VP approving a multimillion-
dollar purchase order. To securely mobilize business
transactions, make sure that users are authenticated
with multiple factors such as digital certificates,
tokens, or biometrics.

2. Protect your data at rest to make sure that applica-
tions are secure even if a device is lost or compro-
mised. The vast majority of users use their mobile
devices primarily for personal and recreational apps.
This fact dramatically increases the risk of an untrust-
worthy app being colocated with your sensitive apps
and data. Assume from the start that the device is
compromised, and make sure that your data is
secured as strongly as possible. This means making
your apps the control point of your security strategy
by making them “self-defending,” instead of relying
solely on your enterprise mobility management
(EMM) or mobile device management (MDM)
infrastructure.

3. Use per-app VPN connections to connect to your
network. This is the best way to ensure that only your

apps are connecting to your network. It helps elimi-
nate the risk of user error or malfeasance by a rogue
app that could potentially compromise anything on
the device. It also limits exposure at the app level. If
an app is compromised for any reason, you can shut
it down quickly, with total confidence that your other
app connections have not been put at risk.

4. Use a hardened appliance to terminate mobile VPN
connections. A hardware appliance is a physically
secured environment for processing high-security
transactions. This is a key requirement if your orga-
nization is subject to regulatory compliance require-
ments such as PCI, HIPAA, or SOX. In particular,

ensure that your mobile VPN gateway has been
through rigorous security validation and certification,
such as FIPS 140-2 certification, so that you can
demonstrate compliance.

5. Enforce rich security policies to protect your infra-
structure. There are many types of policies that most
commercial and government organizations require
to protect themselves adequately. Here are a few to
keep in mind:

l Implement jailbreak/rooting4 detection to enforce
additional controls that define how compromised
devices are (or are not) allowed to access your
network.

l Enforce app expiration so that certain apps are
issued only on a temporary basis and are deleted,
along with their data, when the validity period
has passed.

l Institute email enforcement policies that require
secure data to go through your authorized mobile
email client for the purposes of audit and data
leakage protection.

Scale: Think an Order of Magnitude Higher

While the concept of mobile scale has been discussed
for years, connected enterprise mobile apps take the
concept to a new level. 

First, there’s the issue of mobile sizing. Mobile apps
connect to your network through your existing VPN
infrastructure or through a dedicated mobile VPN
(mVPN) gateway. Most organizations “right-size”
their VPN infrastructures for traditional devices based
on calculations such as these:

n I have 10,000 employees/users.

n Only 35% of them will ever be remote (3,500
connections).

n Only 30% of those users will connect simultaneously
(~1,000 connections).

n To be safe, I’ll double that number (2,000
connections).

Using this approach, the VPN infrastructure is sized for
a number of concurrent connections corresponding to a
fraction of the overall user population. However, mobile
enterprise apps operate according to completely differ-
ent calculations:

n I have 10,000 employees/users.

n 100% of them will be mobile. In fact, some of them
may even use my mobile apps while in the office
(10,000 connections).
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n Each device has, on average, 2.5 apps that may be
in use simultaneously over a per-app VPN (25,000
connections).

n Peak loads can be higher, and each user might have
multiple devices.

In the mobile world, scale has to be expressed as a
significant multiple of overall user population. 

The second factor that increases mobile scale estimates
is connection churn. Mobile VPN usage patterns are
different from traditional laptop VPN patterns; they
require connections to be established and torn down
rapidly. 

For example, during a short break to go out for a cup of
coffee, a user may access the same application several
times to check the status of a pending purchase order.
During this time, he may start on the office Wi-Fi net-
work, transition to a 4G network, move to the coffee
shop’s Wi-Fi network, and then go back to the 4G
network. Each of these transitions will cause the VPN
connection to drop and rapidly reconnect. 

Another driver for connection churn is idle timeout. In a
traditional scenario, an employee may step away from
her desk for 15 minutes but then come back and work.
In a mobile scenario, if the employee hasn’t touched an
app in 5 or 10 minutes, she’s likely off doing something
else and won’t be back for some time. That connection
should be dropped quickly. 

Examples like these demonstrate the need for an
extremely scalable infrastructure that can rapidly
establish secure connections and dispose of them at
high levels of churn.

Handling this level of connection volume and churn
effectively requires a hardware appliance. Such an
appliance can deliver the rapid connections, optimized
throughput, and cryptographic acceleration needed to
support mobile scalability.

Visibility: Using Analytics to Improve Mobility Insight

Part of the reason that connected enterprise mobile
apps are not yet broadly adopted is because application
owners don’t know if or how their apps are being used.
An enterprise app store can provide data about the
number of downloads for a particular app. However,
actual app usage data is scarce and is usually buried in
uncategorized HTTP and HTTPS traffic.

As you plan your mobile strategy, incorporate mobile
analytics. Be sure that, at a minimum, you can obtain
the following types of data from every mobile app you
deploy:

n User

n Location

n Device type

n App 

n Device posture (jailbroken, managed vs.
unmanaged, etc.)

Having this data will help you improve the security
posture of your organization and plan for future mobile
investments. It will also enable you to: 

1. Implement richer security controls. Mobile analytics
data empowers you to incorporate mobility and loca-
tion attributes into your preventive and detective
security policies. For example, you may allow a pur-
chasing manager to approve a purchase order from
his mobile device, but not if he’s doing so from a
remote location while simultaneously logged in at his
desk. Or you may allow certain apps to be accessed
only by managed devices that are under the control
of your EMM or MDM infrastructure. 

2. Build better mobile apps. Mobile analytics data
provides deeper insight into which mobile apps are
being used most widely, by which types of users, and
in which scenarios, enabling you to assess more accu-
rately which apps are driving value for your organi-
zation. You can then retire apps that are not being
adopted and “double down” on the types of apps
that truly help move the business forward.

3. Implement chargeback models. Another business
benefit of app and user insight is that you can moni-
tor how mobile employees use your mobile infra-
structure. With this data, you can demonstrate the
value of your mobile investments and set up inter-
departmental chargebacks to share the cost of mobil-
ity among those groups that use mobility the most. 

User Experience: If You Do Nothing Else …

Security, scale, and visibility are critical, but your efforts
will be in vain if you don’t deliver a superior user
experience. I’ve already assumed that you’re building
fabulous apps. Now I’m talking about how users
securely access and use those apps. 

Unlike a mandated application on a laptop or desktop,
a user can simply choose to not use a mobile app. This
is what leads to high rates of mobile app abandonment.
Most enterprise mobile apps today require an onerous
enrollment process and a cumbersome authentication
experience that demands constant reauthentication.
Users — understandably — become frustrated and
find it easier to do tasks back at the office. Part of this
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frustration derives from the different way in which
employees work when they are mobile as opposed to
when they are at a desk.

NTT DoCoMo first used the phrase “niche time” to
describe how mobile users interact with their devices
and apps.5 Niche time refers to those small pockets of
time — in line at the airport, walking to their car, wait-
ing for their lunch partner to arrive — when users whip
out their devices and “do something.” These pockets of
niche time are extremely short, lasting from seconds to
perhaps a few minutes. The “something” users do is typ-
ically texting, email, Facebook, or Instagram, but it could
also be a small work task like approving an order, sub-
mitting a leave request, or responding to a work ticket. 

In contrast, the typical laptop VPN access process might
take 1-2 minutes, after which the user can access work
email, data, and applications for the remainder of the
session — anywhere from 30 minutes to all day. This
is a tradeoff that users are accustomed to and happy
to make.

A mobile environment that requires users to connect
to a VPN with manual authentication, unlock a secure
container on their device, and manually log into any
business apps they wish to use is not acceptable for a
scenario in which the length of the session is also 1-2
minutes. The unacceptable becomes intolerable when
users are asked to repeat this experience every time
they try to access an enterprise mobile app, and so they
stop using those apps. 

When shaping your mobile strategy, it is critical to cre-
ate an authentication and connectivity experience simi-
lar to that of consumer apps. Set up your infrastructure
with the following in mind:

1. Make the enrollment process as smooth as possible

for your end users while preserving the requisite
level of security. For example, allow them to use their
existing network login for initial authentication and
use their own email account as a second factor. The
process should be intuitive to the point of requiring
no training and little or no documentation. It should
also be relatively bulletproof, to avoid triggering an
avalanche of calls to your help desk. 

2. Make authentication seamless. For strong authenti-
cation, implement the use of biometrics or digital
certificates, rather than tokens, to reduce or eliminate
user intervention. Even when using biometrics or
certificates, make sure that the second factor is com-
pletely transparent to the end users, so that from their
perspective they’re logging in using only a single cre-
dential — ideally, a familiar credential such as their
Active Directory login.

3. Deliver mobile single sign-on and parlay that easy
authentication experience to all other connected
enterprise mobile apps. Multiple sign-ons are
another source of friction and frustration that can
be eliminated to optimize the user experience. 

4. Enable transparent reconnection. Implement a solu-
tion that will allow you to simultaneously enforce
aggressive idle timeouts while transparently reau-
thenticating users after an acceptable period of time.
It can be as simple as choosing an idle timeout length
and specifying a number of manual logins. This will
give you the security benefit of quickly eliminating
unnecessary connections while also delivering the
perception of an “always on” connection to your
enterprise. An idle timeout of 5 minutes, combined
with one manual login per day, tends to be the sweet
spot of usability and security. 

READY? 

Enterprise mobility clearly offers promise. As you set
forth on your mobile journey, use the suggestions pro-
vided here to eliminate security, scale, visibility, and
usability obstacles on your path to success. 
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According to the International Telecommunication Union,
the number of mobile devices in use now exceeds Earth’s
human population.1 As a recent Harris poll attests, an
estimated 80% employees are using their personal mobile
devices for work,2 even if just checking email or receiving
alerts, and this number is sure to grow.

As we witness the end of traditional workplace comput-
ing and the rise of BYOD, enterprises are scrambling to
put effective mobile security policies and strategies in
place. But many of these measures are based on com-
bating yesterday’s traditional computing threats and
do little or nothing to mitigate the biggest risk facing
BYOD workplaces.

MOBILE MALWARE ISN’T THE ISSUE

To date, many mobile security policies — like their
predecessors in traditional computing — have been
focused on combating malware. Malicious code is a foe
IT departments understand well, as the industry has
been fighting viruses for more than a quarter-century.
However, the mobile ecosystem is fundamentally differ-
ent from that of a networked computing environment,
and what was successful there won’t protect the BYOD
enterprise. 

This is partly due to the permission structures for
mobile operating systems. Apps are sandboxed, mean-
ing that even an antivirus app can’t access another
app’s storage or memory on most devices. In addition,
while Android does allow some shared storage, mal-
ware detection typically only alerts you if there’s a
problem; it does nothing to remediate the threat and
remove the app, making it a clumsy, incomplete
solution. 

The more fundamental problems, however, are of
speed and scale. Malware detection operates by scan-
ning apps and devices against a database of previously
used malicious code. But the mobile ecosystem evolves
too quickly for this strategy to be effective. Apple and
Android currently offer more than 1.2 million apps each
through their official channels (a number that doesn’t
include the additional millions of apps available

through third-party marketplaces).3 More apps are
being released every day — Apple alone adds around
60,000 new apps monthly.4 Considering the vast num-
bers of apps offered through Google Play and iTunes,
these vendors do an admirable job of keeping malware
out of their stores. At NowSecure, we often warn users
who wish to jailbreak their devices (i.e., modify the
operating system, typically to install apps offered out-
side official channels) that they are far more likely to
end up downloading bundled malware from a third-
party app marketplace. 

With this boom in apps comes a boom in criminal inno-
vation — attackers are constantly finding new ways to
inject malicious code into apps and devices through
simple evasion and obfuscation techniques. A recent
Northwestern University study concluded that the most
popular mobile antivirus programs were “susceptible
to common evasion techniques” that rendered them
largely useless.5 Anti-malware strategies also suffer
from assuming a reactive defensive posture. They
depend on identifying a “known bad” and are conse-
quently never going to be proactive — but the speed
at which the mobile space evolves means anti-malware
simply can’t react quickly enough anyhow. Even the
VP of Symantec admitted as much in an oft-quoted
interview with the Wall Street Journal, where he
declared antivirus “is dead.”6

The bad news is that mobile anti-malware won’t protect
your enterprise. The good news? Mobile malware isn’t
your biggest problem anyway (more on that below). 

WHAT ABOUT CONTAINERIZATION?

Containerization is a mobile device management
(MDM) enterprise security strategy that has gained
some traction in recent years. Containerization seeks
to isolate corporate data on a device by storing it sepa-
rately from whatever personal data a user might have
on his or her phone or tablet. This allows companies to
occupy and control a certain space on the device with-
out having the kind of access many users find intrusive.
It also lets them protect, encrypt, revoke access to, and
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wipe corporate data on the device while leaving all
other user data intact, which is especially useful when
an employee leaves the company. 

Containerization is cumbersome, however, as it creates
another layer between a user and his or her device, and
is in some quarters looked upon as the kind of top-
down solution that makes individual users feel disem-
powered. What excites users about mobile is quick
access to information, and containerization puts a
damper on that.

To be fair, containerization goes some way toward
mitigating targeted attacks. But the reality is that a
determined attacker can always find a way into a
device. Ironically, though, the container itself may act as
a data-rich beacon for the most sophisticated attackers.
Knowing that’s where the good stuff is stored, attackers
will focus their efforts on that area of the device. 

Rather than positioning containerization as one layer of
the security onion, proponents usually promote it as a
comprehensive solution for the enterprise. Yet it does
nothing to protect its users from the most pervasive
threat to the mobile ecosystem, which is ...

LEAKY APPS 

Aside from physically losing a device or having it stolen,
unsecured or “leaky” apps — those applications that
expose private user data — represent the biggest, most
pervasive security risk facing BYOD workplaces today. 

Many IT professionals (and most individual users)
are surprised to hear this. Most assume that apps
offered through Google Play and iTunes from reputable
companies — including large financial institutions,
well-known retail outlets, or established gaming
and entertainment companies — are basically safe.
Occasionally a high-profile app with security flaws will
make the news,7 but the vast majority go unreported by
the media. And because there have been no headline-
grabbing, massive security breaches in the mobile space
like those that we’ve seen at Target, Home Depot, and
elsewhere, users seem willing to take their chances.

When it comes to apps, though, they’re gambling more
than they realize — and the odds aren’t in their favor.

At NowSecure, we recently tested 100 of the most popu-
lar apps offered through Apple’s App Store and Google
Play. These included apps in many categories — messag-
ing, social networking, finance, entertainment, and pro-
ductivity. All were apps from companies you’ve likely
heard of, and none had any visible red flags that would
give users pause before installing them on their devices.

The apps were tested for common security concerns,
such as where they stored sensitive data, whether said
data was encrypted in storage and while in transit,
what sort of authentication methods the apps used,
and other well-established security issues covered in
the industry-standard Common Vulnerability Scoring
System (CVSSv2).8 We found that 60% of apps tested
had flaws serious enough to earn a high risk rating in
one or more of these categories.

Let’s think about that number for a moment.

Google claims the average global smartphone user
downloads 26 apps onto his or her device9 (though a
more recent study showed that the typical Android user
has 95 apps installed10). Let’s say you’re in a BYOD
enterprise with 100 employees, all of them average
global smartphone users. To achieve true BYOD enter-
prise security, you would have to be able to trust the
security of some 2,600 apps. (Obviously, there would be
some overlap in the apps your employees use, so this
number would be lower in reality.) And as our study
reveals, 60% of apps come with serious security risks,
so your midsized enterprise could see its sensitive data
exposed through any of 1,560 leaky apps. 

Still considering just taking your chances? OK, but real-
ize that failing to mitigate the risks these apps present
means exposing your enterprise to loss of data, loss of
customer trust, violation of regulatory statutes, and ulti-
mately loss of revenue. Remember, too, that the cost of
remediating the average data breach is US $8.3 million
and rising.11

HOW DID IT GET TO BE LIKE THIS? 

In short, because we let it. 

As consumers, we haven’t placed much value on secu-
rity when it comes to mobile apps. Read app reviews
at Google Play or iTunes, and you’ll almost never see
users question why an app would need location sensor
permissions, much less point out that it stores login
credentials in clear text on the device. With no watch-
dog body to evaluate apps and help consumers make

With no watchdog body to evaluate apps and

help consumers make educated choices, we’re

all basically in the dark when it comes to the

apps we’re entrusting with our most sensitive

information.
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educated choices, we’re all basically in the dark when it
comes to the apps we’re entrusting with our most sensi-
tive information.

Tech moves fast — especially in the mobile space — and
the biggest reward often goes to those who get there
first. As such, speed-to-market typically trumps robust
security testing in the app development cycle. The atti-
tude among many vendors seems to be, “Meh, if people
complain about security, we can patch holes in the next
version.” But that’s of little comfort if you fall victim to
a zero day exploit, and many users are slow to install
updated releases. 

Another problem is that many apps — especially free
ones, and especially games — depend solely on adver-
tising to make money. (It’s worth remembering the
adage “If it’s free, you are the product.”) Even assuming
a vendor has implemented strong security measures
(a big assumption), the third-party advertising net-
works mining user data often fail to encrypt this data
in transit. For evidence, look no further than Edward
Snowden’s revelations that the NSA was harvesting
unencrypted user data leaked by advertisers on the
blockbuster Angry Birds app.12

SO WHAT CAN WE DO?

Mitigating risks to your enterprise requires taking a lay-
ered, holistic approach to mobile security. It’s less about
implementing restrictive, top-down initiatives and more
about educating your coworkers so they can take charge
of their own device security and thereby become your
first line of defense. At NowSecure, we like to refer to
the four major areas of mobile security as the SCAN
principle — systems, configurations, apps, and network.

You need to make sure your coworkers are running the
most current version of a device’s operating system, as
many attackers take advantage of known problems in

outdated versions. To mitigate configuration risks, you
should discourage employees from jailbreaking their
phones. You also need to make sure they are imple-
menting strong passcodes — and encourage them not
to reuse the same login credentials across multiple sites
and services. 

On the app level, users should only be downloading
apps from the official marketplaces. Though this won’t
protect them much from leaky apps, they will be far less
likely to encounter malware. They also need to keep
updated and make sure they are running the latest
versions of apps so they are not vulnerable to known
exploits.

And if you’re designing your own apps, there are a
host of best practices you should implement during
the development cycle,13 including avoiding the storage
of sensitive data on the device, not using crash logs,14

ensuring SSL/TLS certificates are properly validated,
using strong encryption, and much, much more.

When it comes to networks, users must be strongly
discouraged from using unsecured Wi-Fi hotspots, as
attackers can intercept traffic from their device and
mine it for sensitive data. Painful though it may be,
unless they are sure that the Wi-Fi connection at their
favorite coffee shop is secure, they should instead
connect using their data plan.

While educating your coworkers on the SCAN principle
will do much to achieve BYOD security, protecting
against insider threats will require your IT department
to have some level of visibility into these devices. This
doesn’t mean implementing an intrusive, Big Brother–
type spying program, but it does mean knowing exactly
(and only) what you need to: how much risk does this
device present to the company? Finding the answer to
that question will bring you a long way toward enter-
prise mobile security.

A MORE SECURE MOBILE ECOSYSTEM

BYOD is here to stay, but we can’t begin to achieve
mobile security in the enterprise if we’re still depending
on outmoded strategies based on the traditional com-
puting paradigm. Nor will we make much progress if
we rely on magic-bullet, top-down solutions that nega-
tively impact end users.

We can’t begin to achieve mobile security

in the enterprise if we’re still depending on

outmoded strategies based on the traditional

computing paradigm.
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Creating a more secure mobile ecosystem going forward
means increasing awareness surrounding mobile security
issues in general, but especially those posed by leaky
apps. As app developers, we need to build robust secu-
rity testing into the development cycle to ensure that
we’re part of the solution and not part of the problem.
As consumers, we need to place greater demands on
vendors to create apps that don’t put users’ sensitive
information at risk. We can start by more closely follow-
ing public vulnerability disclosures, uninstalling leaky
apps until these threats are remediated, and cautioning
others about these flaws. And as IT professionals, we
need to help educate coworkers about the threat leaky
apps represent and implement proactive strategies to
address those risks. 

As described earlier, one way companies have sought to
strike the delicate balance between enterprise security
and individual privacy is through containerization —
basically creating a walled garden of sorts on the device
wherein all the corporate data resides. The company can
then secure this data (and wipe it from the device if need
be) without accessing any other areas of the phone.

Another approach involves giving users an app that
allows them to monitor their own device. It could pro-
vide them with security alerts about leaky apps and let
them know how much of their traffic is encrypted, what
countries and organizations their device is sharing data
with, and whether the connections they are using are
secure. Using this data, the app could calculate an over-
all numeric security score. Company IT departments
could then use their own version of this program to
unobtrusively request these scores — without accessing
any other individual user data — and react appropri-
ately when a user reaches a predetermined level. For
example, if a user’s score goes below 75 (out of a pos-
sible 100), the company could prevent that user from
accessing corporate email from the device and send the
individual a notice to resolve any outstanding issues. 

Attackers will always be innovating new exploits as
new technology and techniques become available. But
by working together, we can all make their jobs a lot
more difficult and a lot less lucrative. 
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On-the-move smartphones have become the de facto
means for communication and Internet usage today. In
general, there has been major growth in the lucrative
market of smartphones. According to Heather Leonard,
author of the “Mobile Insights” column at Business

Insider Intelligence, “By the end of [2013], 1.4 billion
smartphones will be in use.... With the world popula-
tion at 7 billion that will mean one phone for every five
people in the world.”1 People have quickly embraced
smartphones; they provide access to online services
anytime, anywhere, and to anyone. 

Unfortunately, there are risks associated with this
“uncontrolled” embrace of smartphones, especially
when people do not pay attention to the installation
terms and conditions of smartphone apps. According to
University of California, Berkeley researcher Erika Chin
and her colleagues, “To help protect users while select-
ing applications, it is important to understand each step
in the mobile application installation process.”2 Most
apps require for their proper and efficient use that users
grant them access to several in-built smartphone ser-
vices and/or other apps. Some apps might not even
inform users of the data collection that happens during
installation. This data could be related to call logs,
phone and email contacts, a device’s identifiers, and
so forth. Jay Patel of Vrinsoft Technology reveals that
“59% of application publishers are not informing the
users about their data collection.”3 He adds that only
15% of the apps he studied are “perfect” in the sense
of making users aware of what data they collect and
for what purposes. Most users only skim through the
installation terms and conditions. Some do not even try
to read them; they simply click!

To illustrate the madness of smartphone app adoption
from a privacy perspective, we carried out a set of
experiments that investigate the installation of apps
on a specific smartphone (same platform) and then on
multiple smartphones (different platforms). We refer
to these experiments as “vertical” and “horizontal,”
respectively. Out of these experiments we put forward
some recommendations that should help smartphone
users deal with this madness.

WHAT DO YOUR APPS REVEAL ABOUT YOU?

Latest-generation smartphones are amazing; they han-
dle real-time data, alert their users to traffic congestion,
advise on physical exercise, and so on. At the same
time, these smartphones threaten users’ privacy when
they access personal information like location, contact
lists, phone logs, and messages. Researchers at the
University of New England in Australia stress that “in
order to achieve a high level of privacy, the user should
be given the authority to control the privacy settings
when he/she receives or requests a service related to
his/her personal information.”4 Yet an examination of
101 popular software applications for iOS and Android
smartphones shows that “56 transmitted the phone’s
unique device ID to other companies without users’
awareness or consent; 47 apps transmitted the phone’s
location in some way; 5 sent age, gender and other per-
sonal details to third parties.”5 This is downright scary
and shows that a lot of data is transmitted without the
user’s approval, although the user acknowledges the
risks of installing the app.

In 2011, a New York Times report indicated that Apple
iPhone and iPad devices were collecting users’ geo-
graphical location data and storing it for a period of 12
months. Immediately, Apple released a software update
to fix the issue and apologized for the same.6 In addi-
tion, the Wall Street Journal conducted a study of apps
for iOS and Android platforms and discovered that the
majority of the collected personal information — rang-
ing from age, gender, and location to phone identifiers
— is provided to third parties without the user’s con-
sent. Many apps included in the Wall Street Journal

study did not offer written privacy policies.7

To ensure proper handling of privacy, users have a role to
play. They need to pay careful attention to apps’ policies
in terms of what data will be collected and shared, what
access needs to be granted to these apps, when updates
happen, and the like. Some policies do not contain legal
terms and conditions, while others blindly copy other
apps’ policies without any adaptation. According to
California Attorney General Kamala Harris, “Recent
studies ... have found many mobile apps did not provide
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users with privacy policy statements at all. This repre-
sents not just a failure in transparency, but it also suggests
a lack of attention to the apps’ privacy practice.”8

PRIVACY ANALYSIS

To demonstrate how easily the privacy of mobile users
is put at risk, we carried out a number of experiments
on smartphone apps. Our testing consisted of three
phases: app and smartphone selection, analysis of apps’
legal terms and conditions, and app deployment on
smartphones.

App and Smartphone Selection

First, we established the criteria for selecting both apps
and smartphones. These included popularity, existence
of fees, possibility to deploy across many platforms,
and similarity in terms of functionality. The apps we
selected are WhatsApp (version 2.11.399), Telegram
(version 1.9.4), Viber (version 5.0.2), and Talkray
(version 1.104): 

n WhatsApp supports communication through
messages between parties. It allows sending and
receiving of messages, images, audio, and video.

n Telegram is known for its speed and security.
Telegram users can exchange encrypted and self-
destructing messages, images, video, and documents.

n Viber allows the exchanging of instant messages and
is used to text messages and exchange photos, video,
and audio media.

n Talkray is the fastest free calling and messaging app.
Talkray users can send messages and pictures or call
friends across the world.

The smartphones that we selected are Samsung Note 3
(Android 4.4.2), iPhone (iOS 7.1.2), and Torch 9800
(BlackBerry 6.0.0.546).

Analysis of Apps’ Legal Terms and Conditions

The end-user license agreement (EULA) establishes a
legal framework between a user and a software appli-
cation. Several agreements are available online, while
others are only accessible prior to installation. However,
due to the complexity of EULA text, people tend to
accept it without paying attention to how applications
they install could put their privacy at risk.9 Our analysis
of apps’ legal terms and conditions included two parts:
a manual reading through of terms and conditions and
an automatic parsing of terms and conditions using
specialized tools.

Manual Analysis

To simplify the process of understanding apps’ legal
terms and conditions, we divided the terms and con-
ditions into the following categories (see Table 1 on
the next page):

n Privacy and data collection. Does the app provide a
privacy policy to help users make informed decisions
about whether or not to use the app?

n Installation and functionality. Does the app provide
step-by-step installation guidelines or procedures?

n Upgrade or update. Does the app send upgrade or
update notifications whenever it has a new feature?

n Monitoring. How does the app track utilization of its
services after installation?

n Data management. How does the app store, secure,
use, and/or transfer the users’ personal information?

n Advertising. Does the app collect information for
commercial purposes on behalf of third parties?

Automated Analysis

We selected EULA License Analyzer Beta Version
(www.spywareguide.com/analyze/analyzer.php) to
automatically analyze the terms and conditions of our
four selected apps. This tool works by looking for spe-
cific words in an app’s policy, allowing users to specify
some activities and display the number of occurrences
of these activities (see Table 2 on page 17).

App Deployment on Smartphones 

We divided the last step of the analysis into two exper-
iments: one vertical (with different apps on the same
smartphone) and one horizontal (with the same app
on different smartphones). These are shown in Figure 1
and Figure 2, respectively, on page 17.

In the vertical experiment, WhatsApp, Telegram, Viber,
and Talkray were installed on a Samsung Note 3. They
were downloaded from the Android Play Store using
the first author’s Gmail ID to sign in. Table 3 summa-
rizes the access permission requests per app (X stands
for “access to,” while — stands for “no request”).

In the horizontal experiment, WhatsApp only was
installed on a Samsung Note 3, iPhone 4, and Torch
9800. Table 4 summarizes the access permission
requests per smartphone (X stands for available, 1
stands for prompt, and 0 stands for not applicable).
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Categories WhatsApp Telegram Viber Talkray

Privacy and data 

collection

Installation and 
functionality

Upgrade or update

Monitoring

Data management

Advertising

• Users should have mobile 

 phone numbers.

• App does not collect 

 names, addresses, or 

 email addresses, just 

 mobile phone numbers.

• Users must be 16 years 

 or above.

• App periodically accesses 

 the mobile phone 

 numbers.

• There is no data sharing.

• Phone number is used 

 as a unique identifier.

• Permission is sought 

 before syncing contacts.

• App stores user’s contacts 

 to notify the user as soon 

 as one of user’s contacts 

 signs up for Telegram.

• Users should have mobile 

 phone numbers.

• Users may add a user 

 number to their address 

 book, and the user 

 name will be shown 

 as registered to Viber.

• The service does not 

 record any call while 

 communicating with 

 other users.

• The service may 

 communicate with 

 phone’s SMS inbox 

 for service activation.

• Users must be under 

 13 years or above.

• User personal phone 

 number and/or Facebook/

 email ID can be requested 

 for registration purposes.

• App collects general 

 information in server log 

 files, such as the user’s IP 

 address.

• Users must be 13 years 

 or above.

• Users should not attempt 

 to reverse engineer or 

 modify any part of the 

 service.

• App allows the use of 

 sniffers such as Ethereal, 

 tcpdump, or HTTPWatch.

• App does not recommend 

 using unsecured Wi-Fi or 

 other unprotected 

 networks.

• Messages in secret chats 

 can be ordered to 

 self-destruct.

• Not applicable • Not applicable

• Whenever there is an 

 update, the app will 

 send a notification 

 to users.

• Not applicable • From time to time, the 

 policy may be revised. 

• App encourages users 

 to visit the website and 

 review the policy 

 periodically to be aware 

 of any modifications and 

 changes.

• If users want to remove 

 their username, they can 

 contact the Viber support 

 team.

• Changes may be made to 

 this policy from time to 

 time. Talkray reserves 

 the right to make these 

 changes without any 

 notice to the user.

• WhatsApp will remove 

 all content and status 

 submissions if properly 

 notified that such 

 content or status 

 submission infringes 

 on another’s intellectual  

 property rights.

• Not applicable • App may disclose 

 information about user 

 for national security, law 

 enforcement, or other 

 issues of public  

 importance.

• Not applicable

• Not applicable • All data is stored and 

 encrypted.

• There is no storage for log 

 messages in secret chat.

• Users are allowed to 

 delete their accounts 

 only on deactivation 

 page.

• Not applicable • Not applicable

• App does not send 

 marketing messages or 

 commercial content 

 without the user’s 

 consent.

• App may share 

 personally identifiable 

 information with third- 

 party service providers 

 to the extent that it is 

 reasonably necessary 

 to perform, improve, 

 or maintain the 

 WhatsApp service.

• App does not share user’s 

 data with anyone.

• Service uses third party in 

 order to send users an 

 authentication SMS.

• Goods and services of third 

 parties may be advertised 

 and/or made available on 

 or through this app.

Table 1 — Summary of EULAs for the Selected Apps 
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Activities
Sentences Flagged per App

WhatsApp Telegram Viber Talkray

Reference to advertising 

Reference to tracking
or monitoring of usage 

Reference to removal
restrictions or procedures

Reference to removal 
restrictions or removal 
rules by third-party tools

Software could expose 
users to content that may 
be offensive, indecent, or 
objectionable in their local 
community

No warranty on 
performance of software

6 0 1 4

20 0 11 5

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable Not applicable

Not applicable Not applicable

Not applicable Not applicable

Not applicable Not applicable

1

1

1

2

Table 2 — Summary of Apps’ Terms and Conditions Automatic Analysis

Figure 1 — Different apps on the same platform.

Figure 2 — Same app on different platforms.
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RECOMMENDATIONS

Understanding apps’ legal terms and conditions is
extremely important in order to make users aware of
any potential risk. Our manual analysis of the apps’
legal terms and conditions was not straightforward;
it required understanding each term and condition.
Indeed, we noted that some apps’ privacy policies
contain similar descriptive terms although these apps
have different functionalities. Some apps’ privacy
policies are not clear about communication with third
parties’ apps or what activities they might offer, as

they might use or store personal information for other
purposes. This could expose a user’s personal informa-
tion in the future.

The success of an automated analysis depends on identi-
fying the appropriate activities that a tool such as EULA
License Analyzer will look for in legal terms and condi-
tions documents. During our automated analysis, we
noticed that most apps’ privacy policies focus on adver-
tisement, tracking, and monitoring. We also observed
that platforms like iOS and BlackBerry are more
restricted than Android in terms of permission controls. 
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Cutter Consortium: +1 781 648 8700 • service@cutter.com

Permissions WhatsApp Telegram Viber Talkray

In-app purchases X — X —

Device & app history X — X —

Identity X X X X

Calendar X X X X

Contacts X X X X

Location X X X X

SMS X X X X

Photo/Media/Files X X X X

Camera/Microphone X X X X

Wi-Fi connection information X X X —

Device ID & call information X X X X

Table 3 — Summary of Apps’ Permissions for Samsung Note 3

Permissions
Samsung 

Note 3 iPhone 4
Torch
9800

In-app purchases X 0 0

Device & app history X 0 1

Identity X X X

Calendar X 0 0

Contacts X 1 X

Location X 1 1

SMS X 0 0

Photo/Media/Files X 1 1

Camera/Microphone X 1 1

Wi-Fi connection information X 0 X

Device ID & call information X X X

Table 4 — Summary of WhatsApp’s Permissions on Multiple Platforms
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When they are installing an app, users may not pay
attention to every single detail of the app’s privacy
policies. Some platforms such as iOS and BlackBerry
give users control over permission requests. Both
always notify the user of access permissions before
accessing users’ phone services. Android, on the other
hand, tends to offer less user control. To summarize
how different platforms deal with user permissions,
we observe the following:

n Android apps require users to either grant or reject
access requests. If users reject them, they will not be
able to download the app.

n iOS requests its users’ consent by making them
sign in using their ID account. Once an app is
downloaded, users can manage the permission
from iOS privacy control.

n BlackBerry allows its users to modify apps’ permis-
sions before installation. The apps prompt users for
permission whenever necessary.

To protect your mobile privacy, we offer the following
recommendations:

n Be fully aware of apps’ terms and conditions and
read users’ comments and the feedback on each app
before downloading it.

n Download apps from reliable sources and ensure that
the URL does not redirect to a different source.

n Check the authenticity of the app developer and
permission details before installing an app.

n If abnormal activity on the app is detected, remove it
or flag it as inappropriate.

n Download “My Permission,” a tool available for
the Android platform.10 It can help monitor apps’
permissions and protect personal information.

n Set PINs and passwords to protect personal data
stored on smartphones.

n Accept updates and patches to your smartphone’s
software.

n Encrypt sensitive data that you store on an SD card.

PARTING THOUGHTS

People have become addicted to smartphones for com-
munication and access to different online resources.
Many smartphone apps collect and share personal data
so that they can offer better services to users, but many
also abuse this access and thus put user privacy at risk.
Making users aware of apps’ legal terms and conditions
is a must. Policies should be presented in a way that is

easy to read and understand. Finally, users must be
given more control over apps so they can make deci-
sions about what information they want to — or don’t
want to — share. 
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New technological developments — such as the
Internet and mobile usage and the connectivity they
bring — are shaping the way business is transacted
today. Together they bring a sense of independence
from time and location and convenience as never expe-
rienced before. The accelerated use of the Internet and
mobile has enabled a dramatic rise in online activity.
The acceptance of mobile commerce for shopping,
healthcare services, and travel is greater than ever. 

As Internet and mobile usage continues to rise, however,
the threat of cyber crime also grows. Mobile malware is
becoming very advanced and rapidly reaching parity
with PC malware. Recent technological developments
have enabled seamless integration between traditional
desktops and mobile devices. Unfortunately, a majority
of users do not realize that most of the threats (e.g.,
phishing attacks) they face online using traditional
devices can also hound their mobile experiences. Similar
to PCs, mobile devices can be hacked, compromised,
and enslaved to send spam messages and conduct other
attacks. They can be exploited to extract information on
where people have been, pictures they have taken, call
log details, and much more. This is valuable and private
data for people. 

Further, due to the growing BYOD phenomenon,
corporate data is readily available to employees on
their personal devices. Therefore, mobile security is a
serious issue both from an individual and organiza-
tional perspective.

THREATS THAT ARE UNIQUE TO MOBILE 

What is disturbing is the potential for higher-impact
privacy breaches through mobile devices compared to
a PC. For instance, the amount of data that mobile app
developers can send out to advertising networks after a
user has downloaded one of their free apps is immense.
Secondly, most apps — like those of e-commerce or
ticketing companies — ask for access to user details like
text messages, images, location, contacts, and so on.
Some smartphones do not allow a user to download
an app if they deny access to this information. 

Smartphone users are also vulnerable to infectious
Trojan viruses, which steal vital information from the
personal device and can even illegally send SMSes to
those on the mobile contact list. The malware may be
bundled with legitimate applications and infect the
smartphone. After a virus successfully infects a smart-
phone, basic information about the phone (e.g., IMEI
number, device ID, device type) is compromised, and
the malware can even install spyware on the targeted
device. The virus can steal contacts and pictures, track
the device’s location, steal passwords, illegally access
text messages, crash the complete system, steal personal
banking information (when the user is logged in),
install other spyware, and defend itself by disabling
the device’s firewall and antivirus program. 

A device can also be compromised when its user visits a
seemingly legitimate website that in fact contains a trap
to infect the device by installing a piece of malware.
Hackers can then operate networks of such compro-
mised devices (i.e., “botnets”) to attack other websites.
In this way, the device may become a node in a botnet,
with the attacker gaining access to and controlling such
interconnected devices to launch spam and other forms
of cyber attacks. Sophisticated cyber criminals may use
botnets to launch coordinated attacks against vulnera-
ble websites in order to steal credit card information.
Credit card security is one of the most important com-
ponents of online commerce security. 

Mobile devices are also exposed to physical threats like
theft, which helps users of malicious intent to get at the
private and sensitive information stored in the devices.
And since mobile devices are so ubiquitous now, and
many of them have access into corporate networks,
the risk is greater. A compromised mobile device may
provide “back doors” through which hackers can gain
entry to the corporate network and create problems. 

Advanced Persistent Threats on Mobile Devices

Today it is not just governments and large organiza-
tions that fall victim to cyber attacks; specific individu-
als within organizations can also be targeted. In one
such attack, the malware involved “targeted executives
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and high-ranking individuals in the finance, engineer-
ing, and oil industries as well as those in politics,
embassies, and militaries.”1

An advanced persistent threat (APT) is a network attack
in which an unauthorized person gains access to a net-
work and stays there undetected for a long period of
time. The motive behind such threats is to steal confi-
dential data and information from a specific person. In
a simple attack, the intruder tries to get in and out as
quickly as possible in order to avoid detection. In an
APT attack, the goal is not to get in and out, but rather
to achieve ongoing access to sensitive data and informa-
tion. Developers of APTs firstly look for vulnerabilities
within the system. After that, APTs evaluate the secu-
rity controls that protect the system and try to come up
with a plan in order to exploit the vulnerabilities. This
entire process takes an incredible amount of time and
research and may go on for months. 

As these attacks become more targeted, they are also
becoming more personalized. Cyber criminals are
hitting smartphones and tablets with malware that is
persistent and sophisticated. Such malware can infect
systems through spear-phishing e-mails and messages
that entice victims to open files that have a trap. Spear
phishing refers to emails and messages that are spe-
cially crafted to target a particular company or person.
Such emails/messages appear to be sent by organiza-
tions or individuals from whom the potential victims
would normally get messages, so as to make them
believe that the communications are genuine. This
makes spear-phishing attacks much more deceptive
than phishing attacks.  

MOBILE SECURITY: MITIGATING THE RISKS 

Companies offering Internet-based products and ser-
vices or online mobile services to their customers should
use effective authentication mechanisms for high-risk
transactions involving access to customer information
or movement of funds to other parties. For the company,
it is also important to protect stored cardholder data
and encrypt transmission of cardholder data across
open, public networks as per popular standards such
as PCI DSS. Areas of concern for online commerce can
be minimized once the industry gives adequate focus
to security issues. This is an important step so that
customer trust in online transactions is protected. 

There are a variety of technologies and methodologies
that can be used to authenticate customers online,
such as customer passwords, personal identification
number (PINs), digital certificate using a public

key infrastructure (PKI), physical devices such as smart
cards, one-time passwords (OTPs), and others. An effec-
tive authentication system is necessary for compliance
with requirements to safeguard customer information,
to prevent money laundering and reduce fraud, to
inhibit identity theft, and to promote the legal enforce-
ability of electronic agreements and transactions. 

Smartphones are getting more advanced, and the
ways to attack them are getting more sophisticated.
You need to be cautious, especially when making a
financial transaction from a smartphone. In most cases
it’s better to choose a browser over an app, as the
Web programs, being older, have been tested more
thoroughly and are less likely to contain bugs.

That said, a browser is vulnerable to one risk that an app
is not. While an app may have malware embedded into
it, sessions on the browser can be taken over by a hacker
through a man in the middle (MITM) attack. When
a transaction is being made, a bot (a compromised
machine used to hack) sends a message to a hacker that
the session has started. The hacker will hijack the session
and make transactions from the user account. The user
will not know about the transaction until he or she gets
an intimation of it from the other party with whom the
transaction is being conducted. Therefore, smartphone
users need to be careful both when downloading apps
and/or using apps through a browser. 

For added protection, use a longer password containing
multiple character types and change it frequently. Some
banks ask for a verbal password; that way if the bank
calls the phone that’s being used to access the account,
a person who doesn’t own the phone (and thus doesn’t
know the verbal password) won’t be able to continue. A
few other security suggestions for mobile users include:

n Keep the operating system and apps updated. One
way to safeguard against malware is to decline the
prompts for system updates and go through smart-
phone settings to check for system updates. 

n Download applications and other information from
trusted sources and official app stores only. Do not
click “install” on a pop-up from a third-party
Web page.

In an APT attack, the goal is not to get in

and out, but rather to achieve ongoing access

to sensitive data and information. 
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n Pay attention to the data that is shared through
applications.

n Log out of sites after making a payment. Don’t store
the ID, username, or password on the phone and
avoid financial transactions when on a public Wi-Fi.

n Avoid using m-wallets, as they can be used as a
conduit for fraudulent transactions. In the case of 
m-wallets, the mobile payments are made through
a third party, and the risk of fraud is higher.

n Avoid giving out personal information. If you get
requests via email or text for account information,
contact the business directly to confirm.

n Install a security app. A good security app can warn
about risky websites and enable users to remotely
locate, lock, alarm, or wipe a lost device. Avast!
Mobile Security & Antivirus, Lookout Mobile
Security, McAfee Mobile Security for Android,
Kaspersky Internet Security for Android, and
Norton Mobile Security are some options.

n For files stored on Internet-based storage services
such as iCloud and Dropbox, make sure you have
a strong password and turn on a second layer of
protection, often known as two-step verification.

Apple, Google, and other tech firms have been trying
to portray themselves as reliable custodians of their
users’ personal data after it was revealed that the US
National Security Agency had been prying into user
emails and other communications as part of its anti-
terrorism efforts. Likewise, Apple is having to do some
damage control on the security and privacy front after
hackers accessed and distributed personal photos that
various celebrities had stored on Apple’s iCloud service.
Apple now allows for the use of passcodes, fingerprint

identification, and additional tools for hiding or
securing sensitive photos and documents stored on
the phone.2

CONCLUSION

As the usage of mobile devices grows in the individual
and organizational space, the threat landscape is also
becoming deeper and multidimensional. Unless individ-
uals and organizations deploy appropriate controls,
security issues will arise. Since the use of mobile devices
introduces risk to the organization and individuals, an
holistic and methodical approach should be used to
define this risk on an ongoing basis. This will help
ensure that controls exist to maintain both the security
and usability of mobile devices.
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